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S. 1. No.7 of 2012

ANTI-MONEY LAUNDERING AND COMBATING THE
FINANCING OF TERRORISM (AML/CFT) REGULATIONS FOR
THE INSURANCE INDUSTRY IN NIGERIA

[(30eh January 2012]

1.1. INTRODUCTION

The National Insurance Commission (hereinafter referred to as
NAICOM) has the primary responsibility for regulating insurance business in
Nigeria and is collaborating with Nigerian Financial Intelligence Unit (NFIU)

to .ensure compliance. with current AML/CFT legislation as it relates to the
Insurance Industry. ,, . . .

1:2. The application of AML/CFT measures to non-depository financial
institutions generally, and to the Insurance Companies in particular, has been
emphasized by international regulatory agencies as a key element in combating
money laundering and financing of terrorism.

1.3. Establishment of AML/CFT programs by Insurance Companies is a
legal requirement in Nigeria and is consistent with international best practice
as prescribed by the Financiai Action Task Force (FATF), United Nations and
the International Association of Insurance Supervisors (IAIS).

1.4. These regulations are therefore issued in the exercises of the
powers conferred on the Commission under the Insurance Act 2003 and
the National Insurance Commission Act 1997 and all other powers enabling
it in that behalf to facilitate compliance with existing AML/ CFT legislations
in Nigeria.

2.1. All insurance business shall be conducted in compliance with the
requirements of Insurance Act 2003, National Insurance Commission Act
1997, and current AML/ CFT legislations.

2.2. The obligation to establish AML/CFT program applies to Insurance
Companies only. However, cach insurance company is required to intcgrate
its Agents and Brokers into its AML/CFT programs and to monitor thuir
compliance with its programme.

2.3. All Insurance Companies are required to state that it will comply

promptly with all the requests madc in pursuant to current AML/CFT legislation
and provide information to NF1U.
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2.3.1. Every Insurer’s procedures for responding to authorized requess

for information on money laundering-and terrorist financing arc required (o
meet the following : :

(1) Prompt search of record to determine whether it has issucd any

policy to or has engaged in any transaction with any individual, entity, or
organization named in the request ;

(i7) Prompt report to the NFIU, the outcome of the scarch ; and

(ii7) Protecting the security and confidentiality of such requests.

2.4, Insurance Companies shall not in any way inhibit the implementation
of the requircments in these regulations. Current AML/CFT Legislations have
given the relevant authorities the power required to access information (o
properly perform their functions in combating money laundering and financing
of terrorism ; the sharing of information between competent authoritics, either

domestically orintenationally ; and the sharing of information between financial
institutions, when it is required or necessary.

. 2.5.Insurance Companies are required to direct their cmployees in wikting
to always co-operate fully with the Regulators and law enforcement agents
and to promptly report suspicious transactions to the NFIU. They are also
required to make it possible for cmployces to report any violations of the
irstitution’s AML/CFT compliance program to the AML/CFT Chief
Compliance Officer. Where the violations involve the Chief Compliance Officer,

employees arc required to report such to a designated Bigher authority like the
Head of Internal audit. |

2.6. Insurancc companies arc required to inform their cmployecs in writing

to make such report confidential and that they will be protected from
victimization for making them.

2.7. Insurance Companies are required Lo render quarterly returns on
their level of compliance to NAICOM and NFIU. -

2.8. Insurance companies are required to identify, review and record
other areas of potential money laundering and terrorist financing risks not

covered by these regulations and report same quarterly to the Commission-
and NFIU.

Scope oF OFFENSIVE PROCEEDS

3.1. All Insurance Companics are required to identify and report to NFIU,
the proceeds of crime derived from the following :

(a) Participation in an organized criminal group and racketeering ;
(b) Terrorism, including terrorist financing ;

(c) Trafficking in human beings and migrant smuggling ;
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(d) Sexual exploitation including sexual exploitation of children ;
(e) Ulicit trafﬁckmg in narcotic drugs and psychotropxc substances ;
(f) Micit arms trafficking ; :
(¢) llicit trafficking in stolen and other goods ;
() Corruption and bribery ;
(i) Fraud ;
(/) Counterfeiting currency ;
(k) Counterfeiting and piracy of products ;
(/) Environmental crime ;
(m) Murder, grievous bodily injury ;
(n) Kidnapping, illegal restraint and hostage-taking ;
(o) Robbery or theft ;
(p) Smuggling ;
(q) Extortion ;
(r) Forgery ;
(s) Piracy ; and
“(¢) Insider trading and market manipulation.

AML/CFT INsTITUTIONAL PoLiCY FRAMEWORK

4.0.1. In order to discharge the statutory responsibility to prevent money
laundering and terrorist financing, all insurance companies should have AML/
CFT program designed on a risk-based approach, which should ata minimum
include the following :

(1) Internal policies, procedures and controls, based on the insurance
company’s assessment of the AML/CFT risks associated with its business,
and designed to reasonably anticipate and prevent money laundering and
terrorist financing.

(if)y Customer Due Diligence (CDD).

(iif) Appointment of a Chief Compliance Officer.

(iv) Suspicious Transactions Report (STRs) and Currcncy Transactions
(CTRs) Report.

(v) On-going Employees/Agents training.

(vi) Record preservation.

(vii) Internal control/Audit,

Customer DUE DILIGENCE

5.1. Insurance companies are not permitted to establish business
relationship with anonymous or fictitious policyholders.

5.1.2. Insurance companies should know the customers with whom
they are dealing. The first step in setting up a system of customer due diligence
is to develop clear, written and risk based client acceptance policies and



B 206

procedures, which among other things concern the types of products offered
in combination- with different client profiles. These policies and procedures
should be built on the strategic policics of the board of directors of the insurance
companies, including policies on products, markets and clients.

5.1.2. Insurance companics offering Lifc Insurance products should be
aware that they are more vulnerable to money laundering if they sell short
term coverage by means of a single premium policy- than if they scll group
pensions to an employer with annuities Lo be paid after retirement. The former
is more sensitive to money laundering and therefore requires-more intensive
checks on the background of the client and the origih of the premium than the
latter. Companices should be diligent in verifying source of wealth when
dealing with requests for multiple policies to be taken out for premiums slightly
below any threshold limits.

5.2. Insurance companies are required to undertake Customer Duc
Diligencc (CDD) measures when :

(a) Business relations arc established.

(b) Carrying out occasional transactions above the applicable dcsign:lncd
premium threshold of ™N500,000.00 or as may be determined by the
Commission from time to time. This includes situations wherc it is a single

-ansaction or several transactions that appear to be linked.

(c) There is a suspicion of money laundering or terrorist {inancing

regardless of any exemptions or thresholds that arc referred to elscwhere
in these regulations. '

(d) There is doubt about the veracity or adequacy of previously obtained
policyholder identification data.

Subject to 5.2 (d) above. insurance companies arc not required (upon
obtaining all necessary documents and being so satisficd) to repeatedly perform

identification and veriiicalion exercise cach: time a customer conducts a
transaction,

Customer Due Di.iGeNCE MEASURLS

5.3.1. Insurance companies are required to identify their customers
(whether permanent or occasional, natural or legal persons, or legal
arrangements) and verify the ciistomer’s identity using reliable, independently
sourcc documents, “ata or info ‘mation (identification data).

5.3.2. Allinsurance companics are required to carry out the full range of the
CDD measures in these Regulations. In reasonable circumstances, however,
insurance companies can apply the CDD measures on a risk-sensitive basis.
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5.3.3 Types of customer information to-be obtained and identification
data to be used to verify the information are provided as Appendix I to these

Regulations.

5.3.4. In respect of customers that are legal persons or legal
arrangements, insurance companies are required 10

(a) verify any person purporting to have been authorized to act on behalf
of such a customer by obtaining evidence of his /her identity and verifying
the identity of such a person ; and

(b) verify the lcgal status of the legal person or legal arrangement by
obtaining proof of incorporation from the Corporate Affairs Commission
(CAC) or similar evidence of establishment or existence, and obtain
information concerning the customer‘s name, the names of trustees (for
trusts), legal form, address, directors (for legal persons), and provisions
regulating the power to bind the legal person or arrangement.

5.3.5. Insurance companies are required to identify the beneflicial-owner
and take reasonable measures to verify the identity of the beneficial-owner
using relevant information or data obtained from a reliable source such that
the insurance company is satisfied that it knows who the beneficial-owner is.

5.3.6. Insurance companies are required in respect of all customers to
determine whether or not the customer is acting on behalf of another person.
Where the customer is acting on behalf of another person, the insurance
company is required to take reasonable steps to obtain sufficient identification-
data to verify the identity of that other person.

5.3.7. Insurance companies are required to take reasonable measures in
respect of customers that are legal persons or legal arrangements to :

(a) Understand the ownership and control structure of such a
customer ; and '

(b) Determine the natural persons that ultimately own or control the
customer.’

5.3.8. The natural persons include those persons who exercise ultimate
and effective control over the legal person or legal arrangecment. Thus :

(a) For companies, the natural persons are thosc who own the
controlling interest and those who comprise the mind and management
of the company ; and

(b) For trusts, the natural persons are the settler, the trustee and person
excrcising effective control of the trust and beneficiaries.

5.3.9. Where the customer or the owner of the controlling interest is a
public company subject to regulatory disclosure requirements lor example, a
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public company listed on a recognized stock exchange, it is not necessary (g
identify the identity of the shareholders of such a public company.

5.3.10. Insurance companies arc required to oblain information on the
purpose and intended naturc of the business relationship ol their potentiil
customers.

5.3.11. Insurance companies are required to conduct ongoing duc diligence
on the business relationship as stated above.

5.3.12. The ongoing due diligence above include scrutinizing the
transactions undertaken by the customer throughout the course of the insurance
company/customer relationship to ensure that the transactions being conducled
are consistent with the insurance company’s knowledge of the customer and/

or beneficial owner, their business, ar_\d risk profiles, including where necessary,
the source of funds.

5.3.13. Insurance ‘companies are required to ensure that documents,
data or information collected under the CDD-process arc kept up-to-date and
relevant by undertaking reviews of existing records, particularly the recoldin
respect of higher-risk business-relationship or customer categories.

5.3.14. The requirements for customer due diligence should apply toall
new customers as well as - on the basis of materiality and risk to existing
customers and/or beneficial owners. As to the latter, the insurance company
should conduct due diligence at appropriate times.

5.3.15. Insurance companies must be aware that there are various
transactions or ‘trigger events' that could occur after the contract date and
indicate where due diligence may be applicable. These trigger cvents include

claims notification, surrender requests and policy alterations, including changes
in beneficiaries. ‘

5.3.16. Insurance company must pay special attention to all complex,
unusually large transactions, and all unusual patterns of transactions, which
have no apparent economic or visible lawlul purpose is essential to both the
establishment of a business relationship and to ongoing due diligence. The
background and purpose of such transactions should, as far as possible, be
examined, the findings established in writing, and be available to help NFIU,
NAICOM or other competent authorities and auditors. In this respect
“transactions” should be interpreted in a broad sense, meaning inquirics and
applications for an insurance policy, premium payments, requests for changes
in benefits, beneficiaries, duration, etc.
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Ennanceo CDD MEASURES

5.4.1. Insurance companies are required to perform enhanced due
diligence for higher risk categories of customer, business relationship or
transaction. Enhanced CDD measures should apply to all higher risk business
relationships, clients and transactions. This includes both high risk business
relationships assessed by the insurer, based on the customer’s individual risk
situation, and the types of business relationships.

5.4.2. Examples of higher-risk customer categories include :
(¢) Non-resident customers ;

(b) Legal persons or legal arrangements such as trusts that are personal
assets-holding vehicles ;

(c) Companies that have nominee-shareholders or shares in bearer
form ;
(d) Politically exposed persan (PEPs).

5.4.3. with regard to enhanced due diligence, in general, the insurer
should consider which of the following, or possible additional measures

as appropriate : 9

() certification by appropriate authorities and professionals of documents
presented ; L

(b) requisition of additional documents to complement those which are
otherwise required ;

(c) performance of due diligence on identity and background of the
customer and/or beneficial owner, including the structure in the event of a
corporate customer ;

(d) performance of due diligence on source of funds and wealth ;

(e) obtaining senior management approval for establishing business
relationship ;

(f) conducting enhanced ongoing monitoring of the business relationship.

SMPLIFIED CDD

5.5.1. In general, the full range of CDD measures should be applied to
the business relationship. However, if the risk of money laundering or the
financing of terrorism is lower (based on the insurance company’s own
assessment), and if information on the identity of the customer and the beneficial
owner is publicly available, or adequate checks and controls exist clsewhere
in the Nigerian financial system, it could be reasonable for insurers to apply,
subject to these Regulations and the current AML/CFT legislation, simplified
or reduced CDD measures when identifying and verifying the identity of the
customer, the beneficial owner and other parties to the business relationship.
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5.5.2 In lower risk circumstances, insurance companices are requirced o
apply reduced or simplified measures. There is lower risk in circumsiance
where :

(a) The risk of money laundering or terrorist {inancing is lower;

(b) Information on the identity of the customer and the beneficial owner
of a customer is publicly available ;

(c) When adequatc checks and controls exist elsewhere in nation
systems.

5.5.3. Examples of Low Risk Customers, Transactions or Producls include:

(a) Insurance companies provided they are subject to the requircments for
combating money laundering and terrorist financing which are consistent with
the provisions of these Regulations and are so supervised for compliance;

(b) Public companies (listed on a stock exchange vr similar arrangemen)
that are subject to regulatory disclosure requirements ;

(c) Government ministries and parastatals/enterprises ;

(d) Life insurance policies where the annual premium is no more'than
N150,000.00 or a single premium of no more than &450,000.00 ;

(e) Insurance policies for pension schemes if there is no surrender-value
clause and policy cannot be used as collateral ;

(/) A pension, superannuation or similar scheme that provides retircment
benefit to employees, where contributions are made by way of deduction
from wages and the scheme rules do not permit the assignment of a member's
interest under the scheme ; and

(g) Beneficial-owners of pooled-accounts held by Designated Non-
Financial Businesses and Prolessions (DNFBFs) provided that they are
subject to requirements to combat money laundering and terrorist
financing consistent with the provisions of the Money Laundering
(Prohibition) Act 2011.

5.5.4. Insurance companies that apply simplificd or reduced CDD
measures to customers resident abroad are required to limit such to customers
in countries that have effectively implemented FATF Recommendations.

5.5.5. Insurance companies are not permitted to employ Simplified CDD
toa customer when there is suspicion of money laundering or terrorist financing
or specific higher risk scenarios. In such a circumstance, enhanced duc
diligence is mandatory.

5.5.6. Insurance companics arc to adopt CDD measures on a risk
sensitive-basis. They are to determine in each case whether the risks ar
lower or not, having regard to the typc of customer, product, transaction or the

e
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location of the customer. Where there is doubt, insurance companies are
directed to clear with NAICOM. N

TIMING OF VERIFICATION

5.6.1. Insurance companies are required to verify the identity of the
customer, beneficial-owner and occasional customers before or during the

course of establishing a business relationship or conducting transaction for
them.

5.6.2. Insurance companies are permitted to complete the verification of

the identity of the customer and beneficial owner following the establishment
of business relationship, only when :

(a) This can take place as soon as reasonably practicable ;

(b) It is essential not to interrupt the normal business conduct of the
customer ; and

(c) The money laundering risks can be effectively managed.

5.6.3. Examples of situations where it may be essential not to interrupt
the normal conduct of business are :

(a) Non face-to-face business ;

(b) Life insurance business in relation to identification and verification of '
the beneficiary under the policy.

5.6.4. Identification and verification of the beneficiary may take place
after the insurance contract has been concluded with the policyholder, provided
the money laundering risks and financing of terrorism risks are effectively
managed. However, in all such cases, identification and verification should

occur at or before the time of payout or the time when the beneficiary intends
to exercise vested rights under the policy.

5.6.5. Where a policyholder and/or beneficiary is permitted to utilize the
business relationship prior to verification, insurance companies are required to
adopt risk management procedures concerning the conditions under which
this may occur. These procedures should include a set of measures such as a
limitation of the number, types and /or amount of transactions that can be

performed and the monitoring of large or complex transactions being carried
out outside the expected norms for that type of relationship.

FaiLure To CompLeTE CDD

37.1. In the event of failure to complete verification of any relevant

verification subject or to obtain information on the purpose and intended nature
of the business relationship, the insurance company should :

(@) not conclude the insurance contract \
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(b) not perform the transaction ; or

() terminate the business relationship and make i suspicious transuctioy |

report (STR) to NFIU.

5.1.2. Aninsurance company that has already commenced the busines;
relationship is required to terminate the business relationship and rende
suspicious transaction report to NFIU.

ESTABLISHING A BUSINESS RELATIONSHIP

5.8.1. Insurance companies should note that prior to concluding i
insurance contract there already exist between the insurer and the policyholder
and possibly other partics, a pre-contractual business relationship. Therelore,
before a policy is taken out, an insurance company will nced to carelully
assess the specific background, and other conditions and necds of the customer,
To achieve this, the insurer must collect relevant information, for cxample
details of source of funds, income, employment, family situation, medical history,
etc. This will lead to a' customer profile which could scrve as a reference o
establish the purpose of the contract and to monitor subsequent transactions

and events. |

ExisTING CUSTOMERS

5.9.1. Insurance companies are required to apply CDD requirements o
cxisting customers on the basis of materiality and risk and to continue to conduct
due diligence on such existing relationships at appropriate times.

5.9.2. The apprbprialc time to conduct CDD on cxisting customers is
when:

(a) transaction of significant values lake place :
(b) customer documentation standards change substantially ;

(c) the insurance company becomes aware that it lacks sufficicnt
information about an existing customer.

5.9.3. Insurance companies are required to properly identify the customer
in accordance with these criteria. The customer identification records should
be made available to the AML/CFT Chief Compliance Officer or othef
appropriate staff or competent authorities.

REINSURANCE

5.10.In view of the peculiar nature of reinsurance business which makes
it impracticable for the reinsurer to carry out verification of the policyholdef
or the beneficial owner, reinsurers are allowed to deal with ceding companics
that are licensed or otherwise authorized to issue insurance policics, and

which have warranted or otherwise confirmed that they apply AMLICFT
standards.
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ON-GOING DUE DILIGENCE

5.11. The insurance company should perform ongoing due diligence on
the business relationship. In general the insurance company should pay attention
toall requested changes to the policy and/or exercise of rights under the terms
of the contract. It should assess if the change/transaction does not fit the
profile of the customer and/or beneficial owner or is for some other reason
unusual or suspicious. '

MISCELLANEOUS

5.12. Examples of transactions or trigger events after establishment of
the contract that require CDD are :

() achange in beneficiaries (for instance, to include non-family members,
or a request for payments to be made to persons other than beneficiaries ;

(ir) where there are several overpayments of policy premiums after which
the policyholder requests that reimbursement is paid to a third party ;

(1it) use of cash and/or payment of large single premiums ;

(iv) payment/surrender by a wire transfer from/to foreign parties ;

(v) change of address and/or place of residence of the policyholder, in
particular, tax residence ;

(vi) lump sum top-ups to an existing life insurance contract ;

(vii) lump sum contributions to personal pension contracts ;

(viii) requests for prepayment of benefits ;

(ix) use of the policy as collateral/security (for instance, unusual use of
the policy as collateral unless it is clear that it is required for financing of a
mortgage by a reputable financial institution) ;

(x) change of the type of benefit (for instance, change of type of payment
from an annuity to a lump sum payment) ;

(xi) early surrender of the policy or change of the duration (where this
causes penalties or loss of tax relief) ;

(xii) request for payment of benefits at the maturity date.

5.12.1. The above list is not exhaustive. Insurance companies should
consider other types of transactions or trigger events which are appropriate to
their type of business.

5.13. Occurrence of these transactions and events does not imply that
(full) customer due diligence needs to be applied. If identification and verification
have already been performed, the insurer is entitled to rely on this unless
doubts arise about the veracity of that information it holds. For instance, doubts
might arise if benefits from one policy of insurance are used to fund the premium
payments of another policy of insurance.
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5.14. Insurance companies, their directors, officers and employeg
should not disclose the fact that a suspicious transaction report or relaieg
information is being reported, or has becn reported, to the NFIU. Tje
insurer should be aware that if it performs additional CDD bccause of
suspicions it could unintentionally tip off the policyholder, beneficiary or

other subjects of the suspicious transaction report. The insurance company

could then decide not to pursue these due diligence activitics but to fileg
suspicious transaction report.

5.15. Insurance companies should ensure that :

(a) there is a clear procedure for stalf to report suspicions ol moncy

laundering and the financing of terrorism without delay to the Chicf
Compliance Officer ;

(b) there is a clear procedure for reporting suspicions of mony

laundering and the financing of terrorism without dclay to the NFIU;
and

(c) all staff knows to whom their suspicions should be reported.

5.16. Insurance companies should ensurc that the principles applicable
to insurance companies also apply to branches and majority owned subsidiarics
located outside the country, especially in jurisdictions which do hot or
insufficiently apply the FATF Recommendations. Thus, branches and majority
owned insurance subsidiaries should observe appropriatc AML/CFT measures
which are consistent with the home jurisdiction rcquirements. Where local
applicable laws and regulations prohibit this implementation, the Commission

and NFIU must be informed by the insurance company that it cannot apply
the FATF Recommendations.

5.17. Staff should have the level of competence necessary for performing
their duties. Insurance companies should ascertain whether they have the
appropriate ability and integrity to conduct insurance activitics, taking into

account potential conflicts of interests and other relevant factors, for instance
the financial background of the employcc.

5.18. Insurance companies should identify the key staff within their
organization with respect to AML/CFT and define f itand proper requircments
which these key staff should possess.

5.19. The responsibility for initial and on-going assessment of the fitness
and propriety of staff lies with the insurance company. The procedures
concerning the assessment of whether staff meets the fit and proper
requirements should include the following :

(a) verification of the identity of the person involved, and
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(b) verification of whether the information and references provided by
the employee are correct and complete.

5.20. Decisions regarding the empldymenl of key staff should be based
on a well founded judgment as to whether they meet the fit and proper
requirements.

5.21. Insurance companies should keep records on the identification data
obtained about key staff. The records should demonstrate the due diligence
performed in relation to the fit and proper requirements.

Suspicious TRANSACTIONS, COMPLIANCE MONITORING AND RESPONSE TO
Suspictous TRANSACTIONS

6.1. In these regulations, a Suspicious Transaction is one which is
unusual because of its size, volume, type or pattern or otherwise suggaestive of
known money laundering methods. It includes such a transaction that is
inconsistent with a policy holder’s known legitimate business or personal
activities or normal business or that lack obvious economic rationale.

6.1.1. 1t is extremely difficult to give an exhaustive list of suspicious
transactions. An illustrative list of such transactions is however provided in
Appendix 1V.

6.1.2. An important pre-condition of recognition of a suspicious transaction
is for the insurance company to know enough about the customer and business
relationship to recognize that a transaction, or a series of transactions, is
unusual.

6.1.3. Suspicious transactions might fall into onc or more of the following
examples of categories : sill
(@) any' unusual financial activity of the customer in the context of his
own usual activities ;
(b) any unusual transaction in the course of some usual financial
activity ;
(c) any unusually linked transactions ;
(d) any unusual or disadvantageous early redemption of an insurance
policy ; :

(e) any unusual employment of an intermediary in the course of some
usual transaction or financial activity e.g. payment of claims or high
commission to an unusual intermediary ;

(f) any unusual method of payment ;

(¢) any involvement of any person subject to international sanctions.
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Reporting of
Suspicious
‘Transactions,

On-going
Truining.

6.1.4, Verification, once begun, should be pursuced cither to a conclusio
or to the point of refusal. 1l a prospective policyholder docs not pursuc i
application, this may be considerced suspicious in itself and must be reporied,

7.1. An Insurancc company that suspects or has rcasons Lo suspect ;
that the [unds arc the proceeds of a criminal activity, or arc related to terroris
financing, is required to report within 7 days its suspicion to the NFIU. Al
suspicious transactions including attempted transactions are to be reporied

regardless of the amount involved. The report should include any action taken
on the suspicious activity.

7.2. Insurance companies are required to report all transactions in any
currency above a threshold of N5,000,000.00 Naira or its cquivalent for

individual and N10,000,000.00 Naira or its equivalent for body corporate to
NFIU.

7.3. For the purpose of effective industry compliance, where neither
suspicious transaction nor currency transaction above the prescribed limitis

ubserved, companies are nevertheless required to file nil report on monghly
basis to NFIU.

"

8.1. Insurance companies are required to design comprehensive employee
cducation and training programs not only to make ecmployces [ully aware o
their obligations but also to equip them with relevant skills required for the
effective discharge of their AML/CFT compliance tasks.

8.2. Insurance companies should consider what training is approprialc
for each individual employee. Some employces may require minimal training
on the programme, given their particular details. Others may require a greal
deal of training. The training should be clearly understood by the employecs,
agents, brokers, and others doing business with the company. The CCO should
be available to answer all questions posc by employees. 1t is important tostate

that the training should be on going so as to keep pace with the dynamism of
money laundering and terrorism {inancing.

8.3. The employee training programs arc required to be developed under
the guidance of the AML/CFT Chicl’ Compliance Oflicer in collaboration
with the top Management. The basic clements of the employcee training, program
are expected to include ;

(a) AML/CFT legislation ;

(b) The nature of moncy laundering ;

(¢) Money laundering ‘red flags® and suspicious transactions ¢
(d) Trade-based moncy Lanndering typologices ;

(e) Reporting requircr‘ncms :
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(/) Policy holder due diligence / Enhanced Customer Due Diligence
(EDD) on high risk pcrsons and products ;

(g) Risk-based approach to AML/CFT ;
(h) Record keeping and retention policy ;

(1) General understanding of the insurance company’s AML/CFT policy
. and procedures with particular emphasis on verification and recognition of
suspicious customer transactions and the neec to report suspicions to the

Chief Compliance Officer.

r

8.4. Employees who on account of their assigned work, require more
specific training can be divided into two catcgories. The first category are
those staff involved in underwriting, premiums collection and payment of claims.
The sccond category involves directors and senior management staff with
responsibilities for management supervision and system auditing.

8.5. The staff category mentioned in 8.4 above need to be aware of
their legal responsibilitics in relation AML/CFT generally, and should be
conversant with the company’s AML/CFT policies and procedures. In
particular , they need to understand the client acceptance policies and
procedures, the requirements of verification and record keeping, the recognition
and reporting of suspicious customers/transactions and suspicion of the
financing of terrorism. They also need to know that suspicions should be
reported to the Chief Compliance Officer in accordance with the insurance
company’s AML/CFT policies and procedures.

8.6. A higher level of instruction covering all aspects of AML/CFT policy
and procedure should be provided to the staff in the second categery. The
required training should therefore include knowledge of :

(a) their responsibility regarding AML/CFT policies and procedures ;
(b) relevant laws, including the offences and penalties ;

(c) procedures relaling (o the service of production and restraint orders
(d) internal reporting procedures, and

(e) the requirements for verification and record keeping.

8.7. In addition to the training mentioned in the previous paragraphs, the
Chief Compliance Officer should receive in-depth training concerning all
relevant legislation and guidance, and AML/CFT policies and procedures. The
Chief Compliance Officer will require extensive initial and continuing instruction
on the validation and reporting of suspicious customers/transactions anc
freezing assets in accordance with current AML/CFT legislations.
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Keeping.

8.8. To ensure maximum compliance with the training recjuircments of
current AML/CFT legislations, all staff of Insurance Broking firms must reccive
AML/CFT training-on on-going basis. Evidénce of stafl” attendance (o
minimum of wvo NAICOM approved trainings in ecach year shall be a condition
for renewal of annual license.

8.9. Insurance Companics are required to submit their Annual AMU
CFT Employee training program to the NAICOM and NFIU not later than
the 31st of December every finaucial year against the next ye:r.

9.1. Insurance companies arc required to maintain all necessary records
of transactions, both domestic and international, for at least {ive (5) years
following completion of the transaction (or longer if requested by the NAICOM
and NFIU in specific cases). This requirement applies regardless of whether
the contract or business relationship is ongoing or has been terminated.

9.2. The records of transaction required to be maintained by insurance
companies will include the risk profile of each customer and/or beneficial
owner and the data obtained through the CDD process (e.g. name, address,
the naturc and date of the transaction, the type and amount of currency involved,
and the type and identilying number of any account involved in the transaction),
official identification documents (such as passports, identity cards or similar
documents), and business correspondence. |

9.3. Insurance companics, should implement specific procedures for
retaining internal records of transactions both domestic or international, to
enable them to comply swiftly with information requests from the competent
authorities. Such records must be sufficient to permit reconstruction of
individual transactions (including the amounts and types of currcacy involved
(if any) so us to provide, if necessary, evidence for prosecution of criminil
activity. In the case of long term insurance, full documentary evidence is
usually retained based on material completed at the initiation of the proposil
of the contract, together with evidence of processing of the contract up to the
point of maturity.

9.4. Insurers shall retain the records of those contracts, which have
been settled by claim (maturity or death), surrender or cancellation, fora
period of at least 10 ycars after that settlement.

9.5. In situation where the records reliate to ongoing investigations, of
transactions which have been the subject of a disclosure, they shouid be retained
until it is confirmed that the case has been closed Where practicable.

9.6. In case of policy holder identification data obtained through the
policy holder due diligence process, account files and business correspondence
should be retained for at least 10 years after the business relationship is ended.

h
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9.7. Insurance companies should ensure that documents, data or
information collected under the CDD process is kept up-to-date and relevant
by undertaking reviews of existing records; parucularly for higher risk
categories of clients or business relationships. :

9.8. Insurance companies should ensure that they have adequate
procedures :

(a) to access initial proposal documentation including, where these are
completed, the client financial assessment, client needs analysis, copies of
regulatory documentation, details of the payment method, illustration of
benefits, and copies of documentation in support of verification by the
insurance companies.

(b) to access all post-sale records associated with the maintenance of
the contract, up to and including maturity of the contract, and

(c) to access details of the maturity processing and/or claim settlement
including completed “discharge documentation™.

10.1. Each Insurance company is required (o designate its AML/CFT
Chief Compliance Officer with the relevant competence, authority and
independence to implement the company’s AML/CFT compliance Program.

10.2. To ensure a measure of authority and independence for the function,
the Chief Compliance Officer must not be below the status of Assistance
General Manager (AGM).

10.3. The duties of the AML/CFT Chief Compliance Officer, among
others, include :

(1) Developing an AML/CFT Compliance Program ;

(if) Receiving and vetting suspicious transaction reports from staff ;

(iif) Filing suspicious transaction reports with the NFIU ;

. (iv) Rendering “nil” reports with the NFIU, where necessary. to ensure
compliance ;

(v) Ensuring that the insurance company’s compliance program is
implemented ;

(vi) Co-co-ordinating the training of staff in AML/CFT awareness,
detection methods and reporting requirements ; and

(vii) Serving both as a liaison officer for NAICOM and NFIU and a
point-of contact for all employees on issues relating to money laundering
and terrorist financing.

B 219

Chicf
Compliance
OfTicer's
Designation
and Duties.



B 220

Internal
Control /
Audit

Relationship
with Agents
and Brokers,

1.1 Insurance companies are required (o carry out on a regular bgig
independent review of their AML/CFT program. This can be performed byiy
internal audit/inspection departments or qualified and experience consultay,
"The report should specifically comment on the robustness of the internal policie
and processes in this regard and make constructive suggestions where
necessary, (o strengthen the policy and implementation aspects. Exceptioy
reporting under AML policy should be made to Audit Committee of the o,

12.1. Theobligation to identily and report suspicious transaction applies
only (0 an insurance company and not o its agents or brokers. Nevertheless,
given that insurance agents and brokers are an integral part of the insurance
industry due to their direct contact with customers, insurance companics are
required 1o structure and implement their policies and procedure in sucha
way as Lo obtain customer related information necessary (o delect suspicious
transactions from all relevant sources, including from its agents and brokers,
and to report suspicious transactions based on such information.

12.2. Insurance companics may rely on intermediaries and third partics
to perform the following CDD clements :

(a) identifying the customer and verilying that customer’s itentity nsing
reliable, independent source documents, data or information ;

(b) identifying the beneficial owner, and taking reasonable measures o
verify the identity of the beneficial owner (o the extent the intermediary or
third party is satished ;

(c) know who the beneficial owner is, including taking rcasonable
measures to understand ;

(d) the ownership and control structure of the customer, and

() obtaining information on the purpose and intended nature of the
business relationship

12.3. When reliance on intermediaries and third partics is used he
insurance companics should immedialely :

(@) obtain the necessary information concerning the above mentioned
clements.

(b) take adequate steps Lo satisly themselves that copies of identification
data and other relevait documentation refating to the CDD requirements

will be made aviatable from the intermediaries and third parties upon request
without delay.

(¢) be satisfied with the quality of the due diligence undertaken by the
intermediaries and third partics.

i o TV
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(d) satisfy itself that the intermediaries and third parties are regulated
and supervised, and have measures in place to comply with CDD
requircments. .

12.4. Where such reliance is used, the ultimate responsibility for customer
and/or beneficial owner identification and verification remains with the insurance
company relying on the intermediaries or third parties. The checks by the
insurance company as indicated in the previous paragraph do not have to
consist of a check of every individual transaction by the intermediary or third
party. The insurance company only needs to be satisfied that the AML and
CFT measures are implemented and operating adequately.

12.5. Insurance companies should satisfy the above provisions by including
specific clauses in the agreements with intermediarics/third parties or by any
other appropriate means. These clauses should include commitments for the
intermediaries/third parties to perform the necessary CDD measures, granting
access to client files and sending (copies of) files to thc insurer upon request
without delay. The agreement could also include other comptiance issues such
as reporting lo the insurance company observed suspicious transactions.

12.6. NAICOM will determine which intermediaries and third that can
perform the required CDD. However, the insurance company should undertake
and complcte its own verification of the customer and beneficial owner if it
has any doubts about the ability of the intermediary or the third parly to
undertake appropriate due diligence.

12.7. To this end, insurance companies are required to have in place
comprehensive Manuals on the procedures for selling insurance products, policy
holder identification, record-keeping, acceptance and processing of insurance
proposals, issuance of insurance policies amongst other things. When faced
with a non-compliant agent or broker. an insurance company is required to
lake necessary actions to secure such compliance, including, when appropriate,
terminating its business relationship with such an agent or broker and reporting
same to NAICOM and NFIU.

13.1. Insurance companics are required to have policies in place or take
such measures as may be neeced to prevent the misuse of technological
developments in money laundering or terrorist financing schemes such as
internationally accepted Credit or Debit Cards and Mobile Telephone Banking
systems for the purpose of money laundering and terrorist financing.

13.2. Insurance companies are required to have policies and procedures
in place to address any specific risks associated with non-face-face business
relationship or transactions. These policies and procedures shall be applicd
automatically when cstablishing policy holder relationships and conducting
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Offshore

Operations.

Politically
Exposcd
Persons
(PEPS).

ongoing due diligence. Measures for managing the risks should include specifi

and effective CDD procedures that apply to non-face-face policy holders,

14.1. In relation to of fshore operations, Insurance companics arc requiry
to, in addition to performing the normal KYP requirements, take the following
measures : '

(a) Gather sufficient information about the offshore institution to
understand fully the nature ol its business; and to determinc from publicly
available information the reputation of the institution and the quality of
supervision, including whether or not it has been subject to a money
laundering or terrorist financing investigation or regulatory action.

(b) Assess the offshore institution's AML/CFT- controls and ascertain
that the latter are in compliance with FATF standards.

(c) Ensure the local institution obtained approval from NAICOM before

establishing offshore or entering into any agreement with a foreign insurance
company.

(/) Document the respective AML/CFT responsibilities of such institution,

15.1. PEPS arc¢ individuals who arc or have becen cntrusted with
prominent public functions both in Nigeria and foreign countries and those
associated with them. Examples of PEPs include, but are not limited to:

(a) Heads of Statc of Government ;

(b) Governors

(¢) Local Government Chairmen ;

(d) Senior Politicians ;

(e) Senior Government Officials ;

(f) Judicial or Military or Para-military officials from the rank of a major

or equivalent;

(g) Senior Executives of State owned Corporations ;

(h) Important political party officials ;

(i) Family members or close associates of PEPs ; and

() Members of Royal Families.

15.2. Insurance Companies are required, in addition to performing CDD
measures, (0 put in place appropriate risk management systems (o determint
whether a potential policy holder or existing policy holder or the beneficiil
owner is a politically exposed person. The board of directors of the insuref
must establish a client acceptance policy with regard to PEPs, taking account
of the reputational and other relevant risks involved.
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-15.3. Insurance Companies are also required to obtain senior management
approval before they establish business relationships with-PEPs and to render
quarterly returns on their transactions with PEPs to NATCOM and NFIU.

'15.4. Where a policy holder has been accepted or has an ongoing
relationship with the insurance company and the policy holder or beneficial
owner is subsequently found to be or becomcs PEP ; the insurance company
is required to obtain senior mdn'lgemcnt dppl oval in order to continuc the
business relationship.

15.5. Insurance Companies are required (o 'ake reasonable measures to
establish the source of wealth and the sources of funds of policy holders and
beneficial-owners identificd as PEPs and report all anomalies immediately to
the NAICOM and other relevant authorities.

15.6. An Insurance Company in a business rclationship with PEP is
required to conduct enhanced on-going monitoring of that relationship. In the
event of any transaction that is abnormal, Insurance Companies are required
lo flag the contract and to report immediately to NAICOM and NFIU.

16.1. In the context of the very large basc ol insurance policy holders
and the signilicant differences in the extent of risk posed by them, the insurance

companies arc advised to classify the policy holders into high, medium and low -

risk, based on the individual’s profile and product profile, to decide upon the
extent of due diligence.

16.2. The insurance’s company’s strategic policies will determine its
exposure to risks such as underwriting risk, reputational risk, operational risk,
concentration risk and legal risk. After determining the strategic policies, client
acceptance policies should be established, taking account of risk factors such
as the background and geographical base of the customer and/or beneficial
owner and the complexity of the business relationship. AML/CFT control
measurcs and procedures  should therefore be an intcgral part of the overall
customer due diligence and enterprise risk management of the insurance
company. '

16.3. The extent and specific form of these measures may be determined
following a risk analysis based upon relevant factors including the customer,
the business relationship and the transaction(s). Enhanced due diligence is
called for with respect to higher risk categories. Decisions taken on establishing;
relationships with higher risk customers and/or bencficial.owners should be
taken by senior management. Depending on the circumstances the insurance
company may apply reduced or simplified measures in the case of low risk
catcgorics.
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16.4. Prior to the establishment of a business relationship, the insure
should assess the characteristics ol the required product, the purpose ang
nature of the business relationship and any other relevant factors in order o
create and maintain'a risk profile of the customer relationship. Based on (his
assessment, the insurer should decide whether or not to accept the business
relationship. As a matter of principle, insurers should not offe: insurance (o

customers or beneficiaries that obviously use fictitious names or whose identity
1s kept anonymous.

16.5. There arc some factors that must be considered by insurance
companies when creating a risk profile, and these are not in any order of
importance and the factors listed in these Regulations are not exhaustive and
include where appropriate the following :

(a) Type and background of customer and/or beneficial owner.
(b) The customer's and/or beneficial owner’s geographical base.

(c) The geographical sphere of the activities of the customer and/or
beneficial owner. '

(d) The nature of the activitics .

(€) The means of payment as well as the type of payment (cash wire
transfer, cheque or other means of payment).

(f) The source of funds.

(¢) The source of wealth.

(") The frequency and scale of activity.

(1) The type and complexity of the business relationship.

(/)Whether or not payments will be made to third parties.

(k) Whether a business relationship is dormant,

(1) Any bearer arrangements.

(m) Suspicion or knowledge of money laundering, financing of terrorism
or other crime.

16.0. When the identity of customers and beneficial owners with respect
lo the insurance contract has been established the insurance conipany is able
to assess the risk o its business by checking customers and bencficial owners
against intcrnal and external information on known fraudsters or moncy
launderers and on known or suspected terrorists (publicly available on sanctions
lists such as those published by the United Nations).

16.7. Insurance companies must use available sources of" information

when considering whether or not to accept a risk. Identification and subsequent

verification will also prevent anonymity ofpohcyholdem or bencficiarics and
the use of fictitious names.
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(i) For the purpose of risk categorization, individuals (other than High
Nct Worth) and cntities whose identitics and sources of wealth can be
casily identified and transactions in whose contracts by and large conform
to the known profile may be categorized as low risk. Hlustrative cxamples
of low risk policy holders could be salaried employees whose salary
structures are well defined, people belonging 1o lower economic strata of
the socicty, Government departments and Government owned companies,
regulators and statutory bodies, ctc. In such cases, the policy may require
that only the basic requirements of verifying the identity and location of the
policy holder arc to be met. Notwithstanding the above, in case of continuing
policics, if the situation warrants, as for example if the policy holder profile
is inconsistent with his investment lhrough lop-ups, are-look on policy holder
profilc is to be carried out.

(if) For the high risk profiles, like for policy holders who are non-residents,
high nct worth individuals, trusts, charities, NGO's and Organizations
recciving donations, companies having close family sharcholding or beneficial
ownership, firms with sleeping partners, politically exposed persons (PEPs),
and those with dubious reputation as per available public information who
nced higher duc diligence, K'Y C and underwriting procedures should ensure
higher verification and counter checks. In this connection insurers arc also
advised to carry out the appropriate level of duc diligence keeping the
obscrvations at 15.5 in view.

17.1. The AML/CFT requirements focus on the vulnerability of the
products offered by the insurers to any ol the processes of money laundering

or terrorism financing. Some vulnerable products are illustrated in Appendix

I Based on the vulnerability criterion, the following categories of products,
[or the time being arc not covered under the AML/CFT requirements :

(1) Stand alone medical/health insurance products.

(1) Re-insurance and retrocession contracts where the treatics are
between insurance companies for reallocation of risks within the insurance
industry and do not involve transactions with policy holders.

(7ir) Group insurance businesses which are typically issued to a company,
linancial institution, or association and generally restrict the ability of an
individual insured or participant to manipulate their investment.

(fv) Term life insurance contracts, in view of the absence of currency
surrender value and stricter underwriting norms for term policies (especially
those with large amounts). .

18.1. It is imperative to cnsure that the insurance being purchased is
reasonable. Accordingly, policy holder’s source ol funds, his estimated net
Vorlh, clc., should be documented properly and the advisor and/or employce
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shall obtain income proofs as in /\ppen(h\ 111, 10 establish his need for m\ume i
cover. Proposal form may also have questionnaires /declar alions on SOKI\CQ\
of fund, and details of bank accounts. Large single premiums should be hdd\c(\

by documentation, Lo cstablish source ol funds.

Proposat Form should, alminimum, contain the following information:
(a) Naune of the insured 5
(D) Full address ;
(c) Product/service sought ;
(d) Source of funds ;
(¢) Expected premium
(/) Bankers ;
(¢) Mcans of identification :
(h) Client’s risk category.

Attention on 19.1. Insurance companies are requirce:l to pay special attention to all

S:’I'u':f:l':;‘ and - complex, unusual lnrg\c transactions or unusual patterns of transactions that

Laiie bave no apparent or visible economic or lawful purposc. Examples of such

Transactions.  transactions or patterns of transactions include significant transactions thal
exceed certain limits,

19.2. Insurance companics are required 1o examine as far as possible
the background and purpose of such transactions and to set forth their findines
in writing. They are required to report such findings t- NAICOM and NFll);
and keep them available for NAICOM, NFIU, other competent authorities
and auditors for a lcast five years.

19.3. All insurance companies effccting transfers/payments/remitiance
(o forcign insurance companies, re-insurance companics, etc must obtain letter
of attestation from NAICOM belore consmmmating such transaction(s).

Verification 20.1. In life insurance business, no payments should be allowed to 3rd

at the Time
of
Redemption/
Suriender,

partics cxcepl in cases like superannuation/gratuity accumulations and
payments to legal heirs in case of death benelits. All payments, should be

made after duc verification of the bona fide benceficiary, through account pajee

cheques.
(if) Policy cancellations need particular attentior. of insurer especially in
client/agents indulging in policy surrender on more than one occasion.

(iii) AML checks become more important in casc the policy has been
assigned by the policyholder (o a third party not refated to him (cxcept where

the assignment is (o Banks/Fls/Capital Market intermediarics).




SANCTIONS

21.1. Pursuant to the provistons of the National Insurance Commission
Act 1997 and Insurance Act 2003, contravention of any ol the provisions of
these regulations shall attract in respect of insurance companics, a line in the
sum of NS00, 000. This is in addition to any other specific punishment under
the provision ol the current AML/ CIFT legislations.

21.2. Any person being a dircclor, senior management, manager or other
employec of an insurance company, who, cither acting alonc or in partnership
with others, contravenes the provisions ol these regulations under any
circumstances, shall be subject to any or all of the following sanctions

(«) On the first infraction, be warned in writing by the NAICOM.

(h) On the sccond infraction, his/her appointment will be directed by

NAICOM to be terminated and he/she be blacklisted from working in the
insurance industry ; and

(¢) Incach instance, the names of the officers penalized shall be reflected

in the company’s financial statements and published in the newspapers.

() The officer shall also be reported to the professional body he or she

belongs to, for appropriale disciplinary action.

21.3. In addition to the above regulatory sanctions by NAICOM,
particulars of the insurance company and/or individual(s) involved shall be
forwarded (o the relevant authorities such as EFFCC, NP, ICPC, clc lor
possible criminal investigation and prosceution.

DeaNrrions

22.1. Moncey laundering is the processing of criminal proceeds (o disguise
their illegad origin. This process is of critical importance, as it enables the
criminal to enjoy these profits without jeopardizing their source. Terrorist
Financing (177) includes the Tinancing of terrorist acts, and of terrorists and
lerrorist organizations.

“An applicant for Business” means the person or company
sceking to establish a ‘business relationship® or an occasional policy holder
undertaking a “one-of” transaction whosce identity must be verilied.

———

223, “Businesy Kelationsiiin™ means any arrangement between
insurance company and the applicani for business whose purpose is to facilitate
the carrying out ¢! transactions between the parties on a *frequent, habitual or
regular” basis, and where the moncetary value of dealings in-the course of the

arrangement is not known or capable of being ascertained at the <uisei
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22.4. The term “Covered Product™ means :

(@) A permanent Lifc Insurance pohcy, other than a group Life Insurance
Policy; : !

(b) An annuity Contract, other than a Group Annuity Contract ; and
(c) Any other insurance products with cash value or investment [catures.

'3

22.5. “Insurance Company”™ or “Insurer”™ means a company thal
engages in the business of issuing or underwriting of insurance products and
is registercd by NAICOM.

22.6. “Insurer” also includes *“Reinsurer”
22.7. The term “Not Covered Products” includes :

) Group Life Insurance products.

(a

(b) Charitable annuities.
(¢) Term Lifc Assurance.
(

d) Property, personal accident, health or titled insurance.

(e) Re-insurance and retrocession contracts belween companies not
involving policy holders.

22.8. A ‘one-off transaction’ means any transaction carricd out other
th.win the course of an established business relationship.

22.9 “Client” also means “Policyholder”
22.10. “Current AMLICFT legislations” means ;
() The Money Laundering (Prohibition) Act 2011, and
(b) Terrorism (Prevention) Act 2011,

ABBREVIATIONS

AML/CFT Anti-Money Laundering/Combating the Financing ol “Terrorism

CDD Policyholder Due Diligence

CTR Currency Transaction Report

EFCC Economic and Financial Crimes Commission
FATF Financial Action Task Force

NFIU Nigerian Financial Intelligence Unit

Fr Financing of Terrorism

KYPG K-.ow Your Poticyholder Guideline

ML Money Laundering

MLPA Money Laundering (Prohibition) Act, 2004
NCCT Non-Co-operative Countries and Territories

NDLEA Natic&x:i’tﬂrug Law Enforcement Agency

— e



NIA
NAICOM
PP

DSS

STR
G-AML/CFT

IAIS

National Intelligence Agency

National Insurance Commission

Politically Exposed Person

Department of States Service

Suspicious Transactions Report

Guidance notes on Anti-Money Laundering and Combating the
Financing of Terrorism

International Association of Insurance Supervisors.
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Poricy HoLoER IDENTIFICATION PROCEDURE

Appeny ix |

DOCUMENTS THAT MAY 1 OBTAINED EROM PoLicy Hotbirs

Features

Documents

Insurance Contracts with individuals
* Name!

)
(i) Passporl. ™
(i) National Identity Card.

(iif) Voter Registration Card,

(iv) Driving License.

(v) Letter [rom a recogrized pupi,
authority or public servant verilying
the identity and residence of (p
policy holder.

* Prool of Residence

(1) Telephone bill.

(7i1) Bank account statement.

(fif) Letter from any recognizeg
public authority

(iv) Electricity bill.

(v) Tenancy Agrcement.

Insurance Contracts with companices
Name of the company |
* Principal place of business
* Mailing address of the compiiny
* Telephone/Fax Number

(/) Certificate ol incorporation and
Memorandum and Arvticles of
Association.
(i) Resolution of the Board of
Dircctors to open an account and
identification of those who have
authority to operate the account.
(iif) Power ol Attorney granted (o
its managers, officers or employcees
(o trunsact business on its behalf.

fnsurance Contracts wilt, partnership
firms
* Name
* Address
* Names ol all partners and their
addresses

* Telephone rumbers of the (irm
and partners

(1) Registration certificate, if
registered.

(i) Partnership Deced.

(i) Power of Attorney granted 1@
partucr or an employce of the firm
lo transact business on its behall.

(rv) Any officially valid document
identilying the partners and the
personsholding the Power of
Attorney and their Addresses

e




Insurance Contracts with trusts
and foundations.

Names of trustees, beneficiaries
and signatories.

Names and addresses of the
founder, the Managers/Directors
and the beneficiaries Telephone/
fax numbers.

(1) Certilicate of registraiion, if
registered

(if) Power of Attorney granted to
transact business on its behalf,

- (tif) Any officially valid document to

identify the trustees, settlers,
beneficiaries and those holding
Power of Attorney, foundcrs/

Managers/Directors and their |,

addresses.

(fiv) Resolution of (he  managing
body of the foundation/association.

‘.
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, Appendix 11 |

ExAMPLES OF VULNERANLE Probpucts ;

L. Unit linked products which provide for withdrawals and unlimigeq |

up premiums ; lg .

2. Single premium products, where the money is invested in Jyny '
and surrendered at the earliest opportunity. P Sum

Trvmemeea
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Appendix 111
IncoMeE Proors

Standard Incone Proofs :

Income tax assessment orders/Income Tax Returns
Employer’s Certificate

Audited Company accounts

Audited firm accounts and Partnership Deed

Non-standard Income Proofs

Chartered Accountant’s Certificate

Agricultural Income Certificate

Agricultural-land details and Income asscssments
Bank Currency-flows statements, Pass-book
Debenture Certificate '
Dividend Warrant

Bond Certificate

Share Certificale
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Appendix v |

ILLUSTRATIVE LIST OF SUSPICIOUS TRANSACTIONS
Policy holder insisting on anonymity, reluctance to provide identifying |
information, or providing minimal, seemingly fictitious information.
Currency based suspicious transactions for payment of premium ang ,
top ups over and above N500, 000 per person per policy ; |
Frequent policy surrenders by policyholders ;
Assignments to unrelated parties without valid consideration ;
Request for a purchase of policy in amount considered beyond his
apparent necd ;
Policy from a place where he does not reside or is employed ;
Unusual terminating of policies and refunds ;
Frequent request for change in addresses ;
Borrowing the maximum amount against a policy soon after buyingit,
Inflated or totally fraudulent claims e.g. by arson or other means: |
Causing a fraudulent claim to be made to recover part of the Invested f

illegitimate funds ; !

Overpayment of premiums with a request for a refund of the amount
overpaid. ¢

Mabe at Abuja this 30th day of January, 2012.

Fora DANiEL
Commissioner for Insurance
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KNOW YOUR POLICYHOLDER (KYP) GUIDANCE NOTES
FOR INSURANCE INDUSTRY IN NIGERIA

1.0. INTRODUCTION '

1.0.1. This manual is intended to scrve as a {urther guide to insurance
companies in Nigeria on the procedures necessary for the proper knowledge
of their policy holders. Having sufficient information about your policy holder
and making use of that information is the most effective weapon against being
uscd to launder the proceeds of crime. In addition to minimizing the risks of
being used for illicit activities, it provides protection against fraud, reputational
and financial risks and enables individual insurance companies to recognize
and deal with activities that are out of tune. This document has also stated the
procedure for conducting policy holder duc diligence.

[.0.2. Insurance companies should not establish a business relationship
until all relevant parties to the relationship have been identified and the nature
of the businesses they intend to conduct have been ascertained. Once an
ongoing business relationship has been established, any activity that is
inconsistent with the norm must be further examined to eliminate suspicion of
money laundering. ’

1.0.3. Insurance companies should ensure that their proposal form contain
alist of KYP documentary requirements, which their clients are to provide at
the point of commencing relationship.

I.1.1. The first requirement of knowing your policy holder for AML/
CFT purposes is for the insurance company to be satisfied that a prospective
policy holder is who he/she claims to be.

I.1.2. Insurance companies should not carry out, or agrec to carry out,
insurance business or provide advice to a policy holder or potential policy
holder, unless they are certain as to who that person actually is. If the policy
holder is acting on behalf of anuiher, e.g. someone elst: is paying policy premium,
or the policy is to be héld in the name of someone else, then the insurance
company has the obligation to verify the identity of both the policy holder and
the intermediaries unless the policy holder is itself a Nigerian regulated insurance
company. '

1.1.3. Although insurance companies have the duty to obtain evidence in
respect of their policy holders, there are certain exceptions to this duty as set
out in Section 9 of this Manual. However, since exemptions are difficult to
apply, insurance companies are advised to identify all relevant parties to the
relationship from the outset. The general principles and means of obtaining
satisfactory identification evidence are also set out below.”
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1.2.1. Sufficient information should be obtained on the nature of i :"'.

business that the policy holder intends to undcrlake including the expectedg |

predictable pattern of transactions.

\

1.2.2. The information collected at the outset for this purpose shoulg

include:

(a) Purpose and reason for the policy establishing the relationship:
() Naturc and type of the insurance business that is to be underiaken:

(c) Expected origin of the funds to be used to pay the premium during |

the relationship ; and

(d) Details of occupation/employment/business activitics and sourcesof
wealth or income.

1.2.3. Reasonable steps should be taken to keep the information upto
date as the opportunities arise, e.g. when an existing policy holder takes up

additional/new insurance product/policy. Such information obtained duringany

meeling, discussion or other communication with the policy holder should be
recorded and kept in the policy holder’s file to ensure, as far as practicable,

that current policy holder information is readily accessible to the NAICOM !

Relationship /Compliance Officer (NRO) or relevant regulatory bodies.

[.3.1. Insurance companies are advised to take a risk-based approach

to the ‘Know Your Policy Holders’ requirements. Decisions should be taken 3

on the number of times to verify the subjects within a relationship, the
identification evidence required, and when additional checks are necessary.
For example, for group policy relationships, all joint policyholders need tobe
verified; where practicable for a company or partnership, all focus shouldbe
on the principal owners /controllers whose identities need to e verified.

1.3.2. The identification evidence collected at the outset should be viewed
against the inherent risks in the business or service.

2.0. EstABLISHING IDENTITY

2.1.1. Itis important to note that the policy holder identilication process
should not start and end at the point of application but should continue asfur |
as the business relationship subsists. The process of confirming and updating
identity and address, and the extent of additional K'Y P information collected |

will however differ from one type of insurance company to another.

2.1.2. The gencral principles for establishing the identity of both legsl !
and natural persons, and the guidance on obtaining satisfactory identification

evidence set out in this manual are by no means exhaustive.

2.2.1. Identity generally means a set of attributes such as names uscd

date of birth/incorporated and the residential/business address where the policj |




holder can be located. These are features, which can uniquely identify a natural
or legal person.

2.2.2. In the case of a natural person, the date of birth should be obtained
as an important identifier in support of the name. There is however no
compulsion to verify the date of birth provided by the policy holder.

2.2.3. Where an international passport/national identity card is taken as
cvidence of identity, the number, date and place/country of issue (as well as
expiring date in the case of international passport) should be recorded.

2.3.1. Identity must be verified whenever @ buisiness relationship is to be
cstablished, or a onc-off transaction or scries ol linked transactions are
undertaken. It should be noted that transaction in this manual is defined to
include the giving of advice. However, advice is not intended to apply to the
provision of information about the availability ol products or services or (0
apply toa first interview/discussion prior o establishing a relationship.

2.3.2. Once identification procedures have been satisfactorily completed,
and the business relationship established, as long as contact or activity is
maintained and records concerning that policy holder are kept, no further

cvidence of identity is needed when iransaction or activily is subsequently
undertaken.

2.4.1. When a policy holder finally realizes his investment, surrenders his
life policy or policy attains maturity or to be paid claims (wholly or partially), if
the amount payable is in excess of NS million for an individual and 810 million
for a body corporate, or such other monctary amounts as may from time to
time be stipulated by applicable money laundering legislation, the identity of
the policy holder must be verified and recorded if it had not been done previously.

[n the case of redemption of an investiment or surrender of policy (wholly
orpartially), the insurance company will be considered (o have taken reasonable
mcasures to establish the identity of the policy holder/investor where payment
is made to the legal owner of the CldlmS/SUllCl]dLl/])OllL)’ procceds by means
of a cheque crossed™ account payee”.

2.5.1. (a) Policy holders—Sulfficient evidence of the identity must be
oblained to ascertain that the clieat is who he/shz claims to be.

(D) The intermediary acting on behalf of another—The obligation is
.o obtain sufficient evidence of (both) theiridentities. This rule is however,
subject to some exceptions e.g. in co-insurance where (he lcad underwriter/
broker supplicd the normal |)l icement slip.

2.5.2. There is no obligation to look beyond the policy holder where :

(«) It is acting on its own account (rather than for a specific client or

group of clicnts) ;
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(b) The client is an Insurance Company; Reinsurance Company or gy, ¥
regulated insurance companies ; and

(c) All the business is to be undertaken in the name of a regulue
insurance company.

2.5.3. In other circumstances, unless the client is a regulated insuranc :
company acting as broker or intermediary on behalf of one or more underlying |
clients within Nigeria, and has given written assurance that it has obtaine |
and recorded evidence of identity to the required standards, identification §
evidence should be verified for :

(a) The named policy holder/insurcd in whose name the policyis
issued ; '

(b) Any principal beneficial owner of policy being insurcd whois notthe |
policy holder or named insurcd ; _

(¢) The principal controller(s) of business relationship (i.e. those who f
regularly provide instructions) ; and

(d) Any intermediate parties (e.g. where the fund is managed or owned
by an intermediary).

(e) Appropriate steps should also be taken to identify dircctors.

2.5.4. Joint Applicants/Policy Holders—Identification evidence should
be obtained for all the policy holders.

2.5.5. Higher risk business undertaken for private companies (i.e. those
not listed on the stock exchange)—sufficient cvidence of identity .md address
should be verified in respect of :

(a) The principal underlying beneficial owner(s) of the company-3 per
cent interest and above ; and

(b) Those with principal control over the company’s assets (e.g. principl
controllers/directors).

(c) Insurance companies should be alert to circumstances that might
indicate any significant changes in the nature of the business or its ownership
and make enquiries accordingly.

2:1‘"_5" 2.5.6. Insurance companies should obtain and verify the identity of hos¢
Veiniisyr,.

tions () providing funds for dcposit administration and those who are authorized
invest or transfer the funds, or make decisions on behalf of the insured, ¢
principal (DA managers) who have power to redeem or roll over the depost



2.5.7. Regular life policy-lifc policy in the name of third parties.

2.5.8. When the policyholder takes an insurance, a regular life policy
scheme whereby the premium arc paid by one person for a policy in the name
of another (such as a spousc or a child), the person who pays the premium or
makes deposit into the scheme should be regarded as the applicant for business
for whom identification cvidence must be obtained in addition to the legal
owner.

2.6.1. Identification evidence must be obtained at the outset for all life
policies and personal pensions connected to a policy of insurance and taken
out by virtue of a contract of employment of pensioa scheme.

2.6.2. Personal pension adviscrs are also charged with the responsibility
of obtaining the identification evidence on behalf of the pension fund pravider.
Confirmation that identification evidence has been taken should be given on
the transfer of a pension to another provider.

2.7.1. An acceptable time span for obtaining satisfactory evidence of
identity will be determined by the nature of the business, the geographical
location of the parties and whether it is possible (o obtain the evidence before
commitments are made or money changes hands. However, any occasion
when business is conducted before satisfactory evidence of identity has been
obtained must be exceptional and can only be those circumstances justified
with regard to the risk.

To this end, insurance companies must :

(1) Obtain identification evidence as soon as rezsonably practicable after
it has contact with a client with a view to :
(¢) Agreeing with the client to carry out an initial transaction ; or

(b) Reaching an understanding (whether binding or not) with the client
that it may carry out future transactions ;

(i1) Where the client does not supply the requirec information as stipulated
in () above the insurance company, must :

(a) Discontinuc any activity it is conducting for the clicnt ; and
(b) Bring to an end any understanding reached with the client.

2.2.2. Aninsurancc company may however start processing the business
orapplication immediately, provided that it :

(i) Promptly takes appropriate steps to obtain identification evidence ;
and '

(i) Does not transfer or pay any money out to a third party until the
identification requirements have been satisficd.
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2.1.3. The failure or refusal by an applicant to provide satisfacioy |
identification or evidence within a reasonable time frame and without adequye t
explanation may lead to a suspicion that the policy holder or insured is engaget
in money laundering. The insurance company should thercfore make; |

suspicious activity report to the NAICOM, NFIU and NDLEA based on the

information in their possession before any funds arc returned to where they |

came from.

2.7.4. Insurance companies should adopt consistent policies of closinga |

relationship or unwinding a transaction where satisfactory evidence ol identiy

cannot be oblained.

2.7.5. Insurance companics arc enjoined to respond promptly to enquiries
relating to the identity of their policy holders.

2.8.1. Where a policyholder exercises surrender/cancellation of policy
rights or cooling off period, the sum for the premium must be repaid (subject
to some deductions where applicable). Since cancellation /cooling off period
could offera readily available route for laundering money, insurince companics
should be alert to any abnormal exercise of these rights by a policyholder, orin
respect of business introduced through an intermediary. In the event thal
abnormal excrcise of these rights become(s) apparent, the matter should be
(reated as suspicious and reported to the appropriate authoritics.

3.0. IDENTIFICATION PROCEDURIES

3.1.1. Aninsurance company should ensure that it is dealing witharedl
person(s) or organization (natural, corporate or legal), by obtaining sulficicnt
identification evidence. When reliance is being placed on third party to identify
or confirm the identity of a client, the overall legal responsibility for obtaining
satisfactory identification evidence rests with the insurance company.

3.1.2. The requirement in all cascs is to obtain satisfactory cvidence
a person of that name lives at the address given and that the applicant is thil

person, or that the company has identifiable owners and that its representatives
can be located at the address provided.

3.1.3. Because no single form of identification can be fully guarantee

as genuine, representing correct identity, the identification process should be
cumulative.

3.1.4. The procedures adopted to verify the identity of private individuals
should state whether identification was done face to face or remotely.

Reasonable steps should be taken to avoid single or multiple fictitious policy of
substitution (impersonation) fraud.




3.1.5. Anintroduction from a respected policy holder, personally known
toa Director or Manager, or from a member of staff, will often provide comfort
but must not replace the need for identification evidence sét out in Section 4 of
this guidance note. Details of who initiated and authorized the introduction
should be kept in the policy holder’s Mandate File along with other records.
Dircctors/Senior Managers must insist on normal ideatification procedures for
every applicant.

3.2. New Poricy For ExisTING Povricy HoLbpEers

3.2.1. When an existing policyholder surrenders or cancels a policy
and/or takes up another, or cnters into a new agrecment to take-up another
policy products or services, there is no need to verify the identity or address
for such a policy holder unless ihe name or the address provided does not
tally with the information in the insurance company’s records. However,
procedures should be put in place to guard against impersonation fraud
and the opportunity of the new polices should :lso be taken to ask the
policy holder to confirm the relevant details and obtain any missing KYP
information. This is particularly important :

()1l there was an existing business relationship with the policyholder
and identification evidence had not previously been obtained ; or

(ii) 1f therc had been no recent contact or correspondence with the
policyholder, e.g. within the past six months ; or

(1ir) When a previously lapsed policy is re-activated.

3.2.2. In the circumstances above, details of the previous policy(s) and
any identification evidence previously obtained, or any introduction records,
should be linked to the new policy records and retained for the prescribed
period in accordance with the provision of Insurzice Policy Guidelines.

3.3. CerIFICATION OF IDENTIFICATION DOCUMENTS

3.3.1. To guard against the dangers of postal intercept and fraud,
prospective policyholder should not be asked to send by post originals of valuable
personal identity documents (e.g. International Passport, Identity Card, Driving
Licence, etc).

3.3.2. Where there is no fact-to-face contact, with the client, and
documentary evidence is required, copies certified tiy a lawyer, notary public/
court of competent jurisdiction, banker, accountant, senior public servant, senior
insurance practitioner or their equivalent in the private sector, should be
obtained. The person undertaking the certification must be known and capable
of being contacted if necessary.
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3.3.3. Inthe case of loreign nationals, the copy of international passpo, |

national identity card or documentary evidence of address should be certifig
by: ; ! |

(i) An embassy, consulate or high commission of the countryf

issue ; or :
(if) A senior official within the insurance company ; or

(i) A lawyer, allorney or notary public. .-
]
3.3.4. Certificd copies of identilication evidence should be stamped, daed ¢
and signed, “Original sighted by mc”, by a senior officer of the insurng |
company. Insurance companies should always ensure that a good reproduclion |
of photographic evidence of identity is obtained and where this is not possibk, &

a copy of the evidence certified as proving a good likeness of the applicant

3.4, RECORDS OF IDENTIFICATION EVIDENCE

3.4.1. Records of the supporting evidence and methods used to verify |
identity must be retained for ten years after the maturity of the policyor |
payment of claims or the end of the business relationship. ]

3.4.2. Where the supporting evidence could not be copied at the timeit
was obtained, the reference numbers and other relevant details of the
identification evidence obtained should be recorded to enable the documents
to be re-obtained. Confirmation should be provided certifying either on the

photocopies sighted or the original documents or on the record of the evidenct
provided.

3.5. CoNCESSION-PAYMENT BY POST

3.5.1. Concession is granted for groduct or services where the mongj
laundering risk is considered to be low, ¢.g. for long-term life insurance business
or purchase of personal investment products. If a payment is to be made from |
an account held in the insured/ policyholder’s name (or jointly with oncor !

more other persons) at a regulated insurance company, no further evidenceof
identity is necessary.

3.5.2. Waiver of additional verification requirements for postal of |
electronic transactions does not apply to the following :

(i) Product or policy where claims/surrenders/funds can be transfered |
to other types of products or policy ; A

(i) Situation where claims/surrenders can be repaid or transferred fo? "{
person other than the original policyholder ;
(i1€) Investments where the characteristics of the product or policy maf |

change subsequently to enable payments to be made to third parties,



3.5.3. Itshould be noted that postal concession is not an exemption from
the requirement to obtain satisfactory evidence of a policy holder’s identity.
Premium debited from an account in the policy holder's name shall be capable
of constituting the required identification evidence in its own right.

3.5.4. To avoid criminal moncy being laundered by a policy holder for a
third party, a cheque, draft or clectronic payment drawn on a bank or other
financial institutions may only be relied upon without further verification of
identity where there is no apparent inconsistency between the name in which
the policy is made and the name on the payment instrument. Paymerts from
joint policy are considered acceptable for this purpose. The overriding
requircment is that the name of the account holder from where the premiums
have been provided is clearly indicated on any premium payment received.

3.5.5. In the case of a mortgage-backed policy, it will only be possible to
rely on this concession if the mortgage mstnluhon can be confirmed to have
met the KYP requirements.

3.5.6. Inthc case of policy transfer, record should be maintained indicating
how a transaction arose, including details of the insurance company’s branch
and policy number from where the policy is transferred.

3.5.7. The concession can apply both where an application is made directly
tothe insurance company and where a pwymcnl is, for 2xample, passed through
aregulated intermediary.

3.5.8. An insurance company that has relied on the postal concession to
avoid additional verification requirements (which must be so indicated on the
policy holder’s policy file) cannot introduce that policy holder to another

insurance company for the purpose of offering or taking new policy or other
products.

3.6.1. Deposit Administration can be broadly classified as a one-off
transaction. However, insurance companies should note that concession is not
available for DA's opened with cash where there is no audit trail of the source
of funds or where deposit/withdrawal from third parties are allowed into the
account. The identity verification requirements will therefore differ devending
on the naturc and terms of the DA.

3.7.1. In circumstances where the balance in an investment-linked policy/
DA is transferred from one insurance company to another and the value at
that time is above N500,000 for an individual and N2,000,000 for a body
corporate and if identification evidence has neither been taken nor confirmation
obtained from the original insurance company, then such evidence should be
obtained at the time of the transfer.
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4.0. Establishing identity under this guidance note is divided inlo 1y,
broad categories :

(i) Identity for private individual policy holders ;
(ir) Identity for corporate policy holders (quasi and pure).

4.1.1. The following information should be established and independeny
validated for all private individuals whose identity nceds to be verified :

(1) The true full naﬁm(s) used ; and

(1) The permanent home address, including landmarks and postcode
where available.

4.1.2. The information obtained should provide satisfaction thata person
of that name exists at the address given and that the applicant is that person.
Where an applicant has recently moved house, the previous address should be
validated.

4.1.3. Date of birth is required by the law enforcement agencices anditis
therefore important for this to be obtained. However, the information need nol
be verified. Itis also important {or the residence/nationality of a policy holder
to be ascertained (o assist risk assessment procedures.

4.1.4. A risk-based approach should be adopted wlien obtaining
satisfactory evidence of identity. The extent and number of checks can vary
depending on the perceived riskiness of the service or business sought and
whether the application is made in person or through a remote medium, such
as; telephone, post or the Internet. The source of funds, i.e. how the payment
was made, from where and by whom, must always be recorded o providein
audit trail. However, for higher risk products, c.g. group/individual life policy
holders, additional steps should be taken to ascertain the source of wealll
funds. ' .

4.1.5. For lower risk policy or simple investment products, ¢.g. DA,
Investment Linked Policy, there shall be overriding requirements for (he
insurance company lo satisfy itsclf as at the identity and address of the policy
holder.

4.2.1. The confirmation of name and address should be established by
reference 1o a number of sources. The checks should be undertaken by cro®
validation that the applicant exists at the state adldress cither through the sighiine
of actual documentary evidence, or by undertaking electronic checksol w,(.lhl'-

databases, or by a combination of the two. The overriding u_quncmu“l
ensure that the identification evidence is satisfactor y rests with lhc insuran®
company providing the product/scrvice.




4.2.2. Documentary Evidence of Identity.—To guard against {orged or
counterfeit documents, care should be taken to ensure that documents offered
arc originals. Copies that arc dated, signed, ‘original seen’ by a senior public
servant or equivalent in a reputuble private organization could be accepted in
(he interim pending presentation of the original documents.

4.2.3. Documentary Evidence.—Hercunder arc example of suitable
documentary evidence of Nigeria resident private individuals :

(i) Personal Identity Documents :

(a) Current International Passport ; .
(b) Residence Permit issued by the Immigration Authoritics ;
(¢) Current Driving Licence issued by the Federal Road Safety
Commission (FRSC) ;
(d) Tax Clcarance Certificate ;
(¢) Birth Certificate/Sworn Declaration ol Age ;
(N National Identity Card.
(ir) Documentary Evidence of Address
(a) Policy certificate :
(h) Record of home visit (non-Nigcrians) ;
(¢) Confirmation from the clectoral registers that a person of that name
lives at that address ;
(d) Recently wtility bill (e.g. NEPA, NITEL. cic) :
(¢) State/Local Government Rates ;
(/) Current Driving Licence issued by FRSC;
(¢) Statement or Passbook containing current address ;
(/1) Solicitor’s letter confirming recent house purchase or Search Report
from the Land Registry ;
() Tenancy Agreement ;
(j) Scarch Report on prospective policy holder’s place of employment
and residence signed by a senior officer of the insurance company ;
(k) Checking of a local or national telephone directory can be used as
additional corroborative evidence, but should not be used as a primary check.

4.3.1. Itis imperative for insurance companies systems to be canable of
establishing the true identity and address of the policy holder and for ctlective
theeks o be in place to protect against the substitution ol identity by an
applicant.

4.3.2. Additional confirmation of the policy holder’s identity and the fact
that the application was made by the person identified should be obtained
”1r0ugh one or more of the following procedures :
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b2 (a) Telephone contact with the applicant prior to delivery of poliey &
Certificatc on an independently verificd residential address or businey *
number, or a “welcome call” 1o the policy holder before transactions ye
permilted, utilizing minimum of two picces of personal identity informatioy
that had been previously provided during the filling ol the Proposal Form,

(b) Internet sign-on following verification procedures where the policy \
holder uses seeurity codes, tokens, and/or other passwords which had ey
setupand provide by mail (or secure delivery) to the named individual s
independently verified address,

4.3.3. Care should be taken to ensure that any additional information
required concerning the nature and level of the business Lo be conducted mnd
the origin of the funds be used within the relationship. is also obtained homihe
policy holder.

o 4.4.1. As an alternative or supplerentary (o documentary cvidenceol

Cheeks., ideatity wmd address. the apphicani’s 1dent iy, address and other available
y |

wlormiiion may be cheeked electzonically oy accessing other data sowrees.

=l source may beoused separately s an alternative (o one or mor
aocumeniary checks,

4.2, Care should be taken when using a combination ol electronic and
documentary checks that different original source of information are uscd.
For example, a physical check of the poticy documents and clectronic check
of the same document are the sine source,

4.4.3. Some examples of suitable clectronic sources ol information are
sct out below :

(@) An clectronic search of the Electoral Register (not to be used asa
sole identity and address check)

(b) Access to internal or external database ;

(¢c) An electronic scarch of public records where available.

4.4.4.In addition to, or integral within, the above process and procedurcs
should exist to guard against impersonation, invented identities and the uscof

false address. However, if the applicant is non-face to face, one or mor
additional measures should be undertaken.

4.4.5. The insurance company should satisfy itself, that a policy holderis
the person he claims to be. Theretore, where a letter/statement is accepted
from a professional person, it should include a telephone number where the
person can be contacted for verification. The insurance company should verify

from an independent source the infarmation provided by the professional
person.
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4.4.6. To guard against exclusion and to minimize the usc of the exception
procedure, insurance companies must include in their internal procedures the

alternative documentary cvidence of personal ideniiiy and address that can be
accepted.

4.4.7. Insurance companics should consider putting in place additional
monitor for rclationship opencd under the financial exclusion exception
procedures (o ensure that such relationships are not misused.

4.5.1. For those prospective policy holders who are not resident in Nigeria
but who make face-to-face contact, international passports or national identity
cards should generally be available as cvidence of the name of the policy
holder. Reference numbers, date, and country of issue should be obtained and
the information recorded in the policy holder’s file as part of the identifications
evidence.

4.5.2. Insurance companics should obtain scparate evidence of the
applicant’s permanent residential address from the best available cvidence,
preferably from an official source. A Post Office Box number alone will not
normally be sufficient evidence of address. The applicant’s residential address
should be such that it can be physically located by way ol arecorded description
or other means.

4.5.3. The insurance company should obtain relevant evidence directly
from the policy holder, or through a reputable instituticn in the applicant's home
country or country of restdence. However, particular care should be taken
when relying onidentification cvidence provided from other countries to ensure
that the policy holder’s true identity and current permanent address has been
confirmed. In such cascs, copics of relevant identity documents should be
sought and retained. ‘

4.5.4. Where a foreign national has recently arrived in Nigeria, reference
might be made to his/her employer, higher institutions attended, etc to verify
the applicant’s identity and residential address.

4.6.1. For a private individual not resident in Nigeria, who wishes (o
supply documentary information by post, telephone or clectronic means, a
risk-based approach must be taken. The insurance company should obtain
onc separate item of cvidence of identity of the name of the policy holder and
one separate itecm or the address.

4.6.2. Documentary evidence of name and address can.be obtained :

(0) By way of original documentary cvidence supplied by the policy
holder ; or
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(b) By way of a certificd copy of the policy holder’s passportor Maliony |
identity card and a separate certificd document veritying address ¢y ‘;
driving licence, utility bill, cte. ; or ‘

21 2ae ST

(¢) Through a branch, subsidiary, head ollice. Where the applicant dogg
nol already have a business relationship with the insurance company thjg
supplying the information, or the insurance compiany is not within Nige,
certified copies of relevant underlying documentary evidence should be sougly
and retained in the institution.

4.0.3. Where necessary, additional comfort should be obuained by
confirming the policy holder's true name, address and date of birth {rom
reputable credit institution in the policy holder’s home country.

4.7.1. Becausce of possible falsc identities and impersonation that ¢
arisc with non face-to-face policy holders, it is important (o ensure that the
applicant is who he/she claims to be. Accordingly, one additional measure or
check should be undertaken to supplemerit the documentary or clectronic
cvidence. These additional measures must be particularly robust where the
applicant is requiring a life policy or other product/service that offers money
transmission or third party payments,

4.7.2. Procedures o identify and authenticate the policy holder should
ensure that there is sufficient evidence, cither documentary or clectronic, lo
confirm address and personal idisntity and (o undertake at least one additionl
check (o guard against impersonation.

4.7.3. The extent of the identificution evidence required will dependon
the nature and characteristics ol the product or scrvice and the assessed risk.
However, care must be taken to ensure that the same level of information s
obtained for Internet policy holders and other postal /tclephone policy holders.

4.74. If reliance is being placed on intermediarics to undertake the
processing of application on the policy holder’s behalf, checks should be |
undertaken to ensure that the intermediary are regulated for money laundering
prevention and that the relevant identification procedures arc applicd. lnal
cases, cvidence as to how identity has been verified should be obtained and
retained with the policy holder’s records. |

4.7.5. Insurance companics should consider regular monitoring of Iniene
base business/clients. If a significant proportion of the business is operatel
clectronically, computerized monitoring systems that are designed to recognizt
unusual transactions and related patterns of transactions should be putin phict
for recognizing suspicious transaction. ‘The Internal Audit Department should
consider the use of CAATs (Policy Holder Audit Aided Tools) and ol
Information Systems Audit procedures and controls in the course of the
work.
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5.0. EstausiiNG IpenNTIry—PuriE Corrorate Poricy Howpirs

5.1.1. Because of the complexity of their organizations and structures,
corporate and Jegal entitics are the most likely vehicles for money laundering,
especially those that arc private companics [ronted by a legitimaie trading
company. Care should be taken o verify the legal existence of the applicant
(i.c. the company) from official documents or sources and to ensurc that any
person purported to act on behalf of the applicant is [ully authorized. Enquires
should be made to confirm that the company is not mercly a “brass plate
company” where the controlling principals cannot be identificd.

5.1.2. The identity of a corporate company cemprises :

(a) Is registration number

() Its registered corporate name and any trading names used ;

(¢) lts registered address and any scparate principals trading
addresses 5 and

(d) Its dircctors ;

(e) Its owners and sharcholder ; and

(/) The nature of the company’s business.

5.1.3. The extent of identification measures required (o validate this
information or the documentary evidence to be obtained depends on the nature
of the business or service that the company requires from the insurance
company. A risk-based approach should be taken. In all cases, information as
o the nature ol the normal business activitics that the company expects to
undertake with the insurance company should be abtained. Before a husiness
relationship is established, measures should be taken by way of company scarch
althe Corporate AfTairs Commission (CAC) and/or other commercial enquirics
to check that the applicant company has not been, or is not in the process of
being dissolved, struck off, wound up or liquidated.

0.0.—(7) As with the requirements for private individuals, because ol the
additional risks with non face-to-face business, additional procedures must be
undertaken Lo ensure that the applicant’s business. company or sociely exists
atthe address provided and for a legitimate purposc.

(1) Wherce the ch racteristics of the product or service permit, care should
be taken to ensure hat relevant evidence is obtained to confirm that any
individual representing the company has the necessary authority to do so.

(iif) When principal owners, controllers or signatories need to be identified
wilhin the relationship, the relevant requirements for personal policy holders
should be followed.
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procedues 6.1.—(i) Corporate policy holders that are listed on the stock exching ':
(or LoV are considered to be publicly owned and generally accountable. Consequenly, |
Risks there is no need to verify the identity of the individual shareholders.
Corporae B o . '.'
Business® (if) Similarly, it is not necessary to identify the directors of a quote
public j company. Howcver, insurance companies should make appropriae
chls‘i':y arrangements to ensure that the individual officer or employee (past o
Comp* present) is not using the name of the company, or its relationship with he
insurance companies for a criminal purpose. The Board Resolutionorother
authority for any representative to act on behalf of the company inis
dealings with the insurance company should be obtained to confirm that the
individual has the authority to act.

(iii) Conscquently, where the applicant company is :

(a) Listed on the stock exchange ; or

(b) There is independent evidence to show that it is a wholly ownel
subsidiary or a subsidiary under the control of such a company ;

(¢) No further steps to verily identity over and above the uswl
commercial checks and due diligence will normally be required, unless the
business or service required lalls within the category of high risk business.

- 6.2.1. Where the applicant is an unquoted company and none of (e
Privaic pp 1 pany

companics.  pri cipal directors or shareholders already had a policy with the insurance
company, the following documents should be obtained from an official or
recognized independent source to verify the business itself ~

(i) A copy of the certificate of incorporulion/rcgi"élmlion; and

cvidence of the company’s registered address and the list of shareholders
and directors ; o

(ir) A scarch at the Corporate Affairs Commission (CAC) or an enquiry
via a business information servicc o obtain the information in (i) ; or

(ify An undertaking from a firm of lawyers or accountants confirming
the documents submitted to the CAC.

0.2.2. Attention should be paid to the place of origin of the documents
and the background against which they were produced. If comparable
documents cannot be obtained, then verification of principal beneficial ownery
controllers should be undeitaken.

Additional 6.2.3. For private companics undertaking higher risk business, in addition
Measurc for (4 verifying the legal cxistence of the business, the principal requirementis©
Higher Risk . ; . . . ol
Business look behind the corporate entity to identify those who have ultimate cont®
Reluingto ~ Over the business and the company’s assets. What constitutes significan

Companics,  shareholding or control for this purpose will depend on the nature of €

s
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company. Identification evidence will normally need to be obtained for those
sharcholders with interest of 5 per cent or more. Principal control rests with
those who are mandated to manage funds, accounts or investments without
requiring authorization and, who would be in a position to override internal
procedures and control mechanisms.

1

6.2.4. Identification evidence should be obtained for the principal beneficial
owner(s) of the company and any other person with principal control over the
compiny’s asscts. Where the principal owner is arother corporale enlity or
rust, the objective is to undertake measures that look behind that company or
vehicle and verily the identity of the bencficial owner(s) or sctters. When
msurance companics become aware that principal benelicial owners/controllers
have changed, care should be'taken to ensure that their identities are verilicd.

0.2.5. Taking arisk basc approach, insurance companices should identify
dircctors who are not principal controllers and/or sigratory to the policy holder.

0.2.6. In respect of a full insurance relationship, particularly where
wrnover is stgnilicant, a visit to the place ol business should be undertaken to
confirm the existence of business premises and the nature of the business
activities conducted.

0.2.7. I suspicions arc arouscd by a change in the nature of the business
transacted further checks should be made to ascertain the reason ol the
changes.

6.2.8. For full insurance relationship, periodic enquires should be made
t establish whether there have been any changes to controllers /sharcholders
orto the original nature of the business/activity.

6.2.9.1. Particular care should be taken to ensure that full identification
and “Know Your Policy Holder” requircments are met if the company is an
International Busincss Company (IBC)registered in an offshore jurisdiction
and operating out of a diffcrent jurisdiction.

0.3. ESTABLISHING IDENTITY OTHER INSTITUTIONS

60.3.1. In the case of applications madc on behalf of clubs or socictics, an
insurance company should take reasonable steps to satisfy itself as to the
legitimate purpose of the organization by sighting its constitution. The identity
of at lcast two of the principal contacts/ signatories should be verified initially
inline with the requirements for private individuals. Signing authorities should
be structurcd to ensure that at lcast one of the signatories. authorizing any
transaction has been verified. When signatories chaage, care should be taken
lo ensure that the identity of at lcast two of the current signatories is verified.
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6.3.2. Where the purpose of the club/socicty is to purchase aroup g |

policics where all the members would be regarded as individual Clieng 'lcl i

members should be identificd in line with the requirements for persang Dulg |

i :‘ P

holders. Insurance companics will need 1o look at cach situation o g case-yy §
casc basis. i

6.4.1. Inall transactions undertakea on behalf of an Occupational Peyg,
Scheme where the transaction is not in relation to a long-term policy in;

insurance, the identity of both the Principal Employcr and the Trust shouldy, §
verified.

6.4.2. Inaddition to the identity of the Principal Employer, the sourceof
funding should be verified and recorded to ensure that a complete audit iri
exists il the employer is dissolved /wound up.

6.4.3. For the Trustees of Occupational Pension Schemes, satisfactory
identification evidence can be based on the inspection of formal documents |
concerning the trust which confirm the names of the current trustees and their
address for correspondence. In addition to the documents, confirming (i i
(rust identification can be based on extracts from Public Registers, or references i
from Profcssional Advisers or Investment Managers.

6.4.4. Any payment of benefits by, or on behalf of the Trustees of in

Oc ;upational Pension Scheme will not require verification of identity of the -
recipicnt.

6.4.5. Where individual members of an Occupational Pension Schene |

arc 10 be given personal investment advice, their identitics must be verified

However, where ihe Trustees and Principal Employer have been satisfactorily

identificd (and the iafornation is still current), it may be appropriate forthe

Employer to providz confirmation of the identity of individual employces..

7.1.1. Areligious organization i cxpected by law to register with (he
Corporale Affairs Comn.ission (CAC) and will ther fore have a registered
number. lts identity can be verified by reference 1o the CAC, appropridt
headquarters or regional area of the denomination. As aregistercd organization,
the identity of at least two signatorics to its account should be verified.

8.1. Where the applicant for business is any of the above, the Insurance
company should take steps to verify the legal standing of the applicant, including
its principal ownezship and address where applicable. A certified copy of €
Resolution or other document authorizing the transaction should be obtainedit
addition to evidence that the official representing the body has the releval

authority to act. Telephone contact cnuld also be made with the organizatioﬂf
parastalals concerned.
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9.0. RELIANCE ON INTERMEDIARIES OR OTHER THIRD PARTIES TO VERIFY
[IDENTITY OR TO INTRODUCE BUSINESS

9.1.1. Whilst the responsibility to obtain satisfactory identification evidence
rests with the insurance company that is entering irto the relationship with a
client/the insured, it is reasonable in a number of circumstances for reliance (o
be placed on another insurance company e.g. (Brokers) to :

(@) Undertake the identification procedure when introducing a policy
holder and to obtain any additional KYP inforination from the client ; or

(b) Confirm the identification details if the policy holder is not resident in
Nigeria ; or

(c) Confirm that verification of identity has been carried out, if an agent
is acting for underlying principals.

9.1.2. INTRODUCTIONS FROM AUTHORISED INSURANCE INTERMEDIARIES

9.1.3. Where an intermediary introduces a policy holder and then
withdraws from the ensuing relationship altogether-the underlying policy holder
is the applicant for business and must be identified in linc with the requirements
for personal, corporate or business policy holders as appropriate. An introduction
letter should therefore be issued by the introducing insurance company or
person in respect of each applicant for business to ensure that product providers
can meet their obligations, and that satisfactory identification evidence has
been obtained and will be retained for the necessary statutory period, cach
introduction letter must cither be accompanicd by certified copies of the
identification evidence that has been obtained in line with the usual practice of
certification of identification documents or by sulficient details/reference
numbers, cte that will permit the actual evidence obtained to be re-obtained at
a later stage.

9.1.4. WRITTEN APPLICATIONS

9.1.5. For written business, unless other arrangements have becn agreed
that the service provider will verify identity itsclf, an insurance intermediary
must provide along withi’cach application, a policy holder introduction letter
together with certified copies of the evidence of identity, which should be
placed in the policy holder’s file.

9.1.6. If these procedurcs are followed, the product provider, insurance
company will be considered to have fulfilled its own identification obligations.
However, if the letter is not forthcoming from the intermediary, or the letter
indicates that the intermediary has not verified the identity of the applicant, the
service provider will have to satisfy its obligation through its own direct
identification procedures.
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and, ensure that the intermediary provides specific confirmation that ideniyy |
has been verified. A record must be made of the answers given by th |
intermediary and retained for the relevant period of 10 years. These answer |

constitute sufficient evidence of identity in the hands of the service provide,

10.1. Where business introduced is from a regulated insuranc
intermediary who is outside Nigeria, the reliance that can be placed on th
intermediary to undertake the verification of identity check must be assessed
by the MLCO or some other competent person within the business onacas
by case basis based on knowledge of the intermediary.

11.1. Where a policy holder is introduced by one part of an insurance
sector (o another, it is not necessary for identity to be re-verified or for the
records to be duplicated provided that :

(a) The identity of the policy holder has been verified by the introducing
parent company, branch, subsidiary or associate in line with the money
laundering requirements, or to equivalent standards, and taking accountof
any specific requirements (e.g. separate address verification) ;

(b) No exemptions or concessions have been applied in the origind
verification procedures that would not be available to the new relationship;

|

(c) A group introduction letter is obtained and placed with the policy |

holder policy records ;

(d) In respect of group introducers from outside Nigeria, arrangements
should be put in place to ensure that identity is verified in accordance wilh |
requirements and that the underlying records of identity in respectof

introduced policy holders are retaincd for the necessary period.

11.2. Where insurance companies have day-to-day access to all group
“Know Your Policy Holder” information and records, there is no need (0
identify an introduced policy holder, or obtain a group iatroduction letter,if lhe
identity of that policy holder has been verified previously. However, if (it
identity of the policy holder has not previously been verified, then any missing
identification evidence will need to be obtained and a risk-based approach
taken on the extent of KYP information that is available and whether addition!
information should be obtained. !

.

12.2. Insurance companies should ensure that there is no secrecy o
data protection legislation that would restrict free access to the records of
request, the regulator or by law enforcement agencies.
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12.3. Where identification records are held outside Nigeria, itis still the
responsibility of the insurance company (o cnsurc that the records available
doin fact meet the requirements in the guidelines.

13.1. Where an applicant is dealing in its own name as agent for its own
client(s), an insurance company musl, in addition to verifying the agent, establish
theidentity of the underlying client(s).

13.2. An insurance company may regard cvicence as sufficient if it has
established that the insured :

(a) Is bound by this guidelines or the Moncy Laundering Act No. 30,
1995 and as amended.

(h) Is acting on behalf of another person and has given a writlen assurance
that he has obtained and recorded evidence of the identity of the person on
whose behalfl he is acting.

13.3. Conscquently, where another Insurance company deals for its own

client, regardless of whether the underlying client is disclosed to the Insurance
company or not, then : '

(¢) Where the intermediary is an Insurance company, there is no
requircment to establish the identity of the underlying clients or to obtain
any form of written confirmation from the agent concerning the due diligence
undertaken on its underlying clients : or

(h) Where a recgulated agent from outside Nigeria, deals through a policy
holder omnibus policy, or for a named policy holder through a designated
policy, the intermediary should provide a writlen assurance, that the identity
of all underlying insured has been verificd in accordance with their local
requitements. Where such an assurance cannot be obtained, then the
business should not be undertaken.

13.4. In circumstances where an intermediary is cither unrcgulaied or is
not covered by the relevant Money Laundering Legislation, then each casc
should be treated on its own merits depending on the knowledge of the agent
and its due diligence standards.

14.1. Transactions conducted through correspondent relationships necd
lo bc managed taking a risk-based approach. “Know Your Correspondent”
procedures should be cstablished to ascertain whether the correspondent
institution or counter-party is itsclf regulated for meney laundering prevention
and, if so, whether the correspondent is required to verify the identity of its
policy holders to FATF standards. Where this is not the case, additional duc
diligence will be required to ascertain and assess the correspondent’s internal
policy on money laundering prevention and it is know your policy holder
procedures.
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14.2. The volume and nature of policy. flowing through correspondey |

institution with insurance companies from high risk jurisdictions or thosewiy
inadequacies or material deficiencics should be moni:ored against expecieg
levels and destinations and any material variances should be checked.

14.3. Insurance companics should guard against passing funds through
their accounts without taking reasonable steps to satisty themselves thy

sufficient due diligence has been undertaken by the remitting bank on the
underlying client and the origin of the funds.

[4.4. Insurance companies should also guard against establishing
correspondent relationships with high-risk foreign, Reinsurers insurers

intermediaries e.g. Shell Insurance broker with no physical presence in any
country.

14.5. Staff dealing with correspondent Insurance business should be

trained to recognize higher risk circumstances and be prepared to challenge |

correspondents over irregular activity, where isolated transactions or trends,
and submit a suspicious activity report where appropriate.

14.6. Local insurance compﬁnies should consider terminating their policy
with foreign insurers insurance company that fail to provide satisfactory

answers 1o reasonable questions including confirming the identity of policy
~holders involved in unusual or suspicious circumstances.

15.1. When an insurance company acquires the business of another
firm, it is not necessary for the identity of all existing policy holders to b
identified, provided that all underlying policy holder records are acquired with
the business. It is however important for the due diligence enquiries to confim
that the acquired institution conformed to the requirements in this guidelints.

15.2. In the event that :

(a) The money laundering procedures previously unde:taken have not
been in accordance with the requirements of this guidelincs ; or

(b) The procedures cannot be checked ; or

(c) Where the policy holder records are not available to the acquiring
insurance company.
(d) Verification of identity should be undertaken as soon as it is practicable

forall the transferred policy holders who were pot verified by the transferee
in line with the requirements for existing policy holders.

16.1. All insurance companies shall establish policy holder identity in lir¢
with the contents of these guidelines except where applicants are Nigeridf
Insurance companies. Identification evidence is not required where tht
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