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GENERAL NOTICE

NOTICE 1841 OF 2002

The following Bills have been introduced to the National Assembly by the Minister
for Intelligence Services:

(a)  the Intelligence Services Control Amendment Bill, 2002
(b)  the Intelligence Services Bill, 2002
(c)  the Electronic Communications Security Bill, 2002.

These Bills will be considered by an Ad Hoc Committee of Parliament on the
Intelligence Services Bills.

Comments to these Bills should be sent to:

Ms L Myoli
PO Box 15
Cape Town
8000

Fax: 021 465 2857
Due to the short period within which the Committee is expected to report to the

National Assembly on the Bills, the deadline for comments to all these Bills is
Monday 14 October 2002.



4 No. 23889 GOVERNMENT GAZETTE, 30 SEPTEMBER 2002

REPUBLIC OF SOUTH AFRICA

INTELLIGENCE SERVICES CONTROL AMENDMENT BILL

~ (As introduced in the National Assembly as a section 75 Bill; explanatory summary of
Bill published in Government Gazette No. of ) (The English text is the official
text of the Bill)

(MINISTER FOR INTELLIGENCE SERVICE)

B -2002]
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GENERAL EXPLANATORY NOTE:

[ ] Words in bold type in square brackets indicate omissions from
existing enactments.

Words underlined with a solid line indicate insertions in existing
enactments.

BILL

To amend the Intelligence Services Control Act, 1994, so as to define an expression
and to amend certain definitions; to regulate anew the oversight functions of the
Joint Standing Committee on Intelligence; to provide that only one
Inspector-General of Intelligence may be appointed and to re-regulate the functions
of the Inspector-General; to provide for the appointment of personnel to the office
of the Inspector-General; to extend the power of the Minister to make regulations;

and to change the name of the Act; and to provide for matters connected therewith.

BE IT ENACTED by the Parliament of the Republic of South Africa, as follows:C
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Amendment of section 1 of Act 40 of 1994, as amended by section 1 of Act 31 of 1995

and section 1 of Act 42 of 1999 |

1. Section 1 of the Intelligence Services Control Act, 1994 (hereinafter referred
to as the principal Act), is hereby amendedc

() by the substitution for the definition of "Agency" of the following definition:

" 'Agency’ means the National Intelligence Agency [established by] referred

toin_section 3 of the Intelligence Services Act, 1994 (Act No. 38 of 1994);";

(b) | by the substitution for the definition of "Head of a Service" of the following
definition:

" 'Head of a Service' means the Director-General of th§ Agency or of the

South Africén Secret Service, the [Chief] head of the Intelligence Division of

the National Defence Force or the [Commiésioner] head of the Intelligence

Division of the South African Police Service;";
(c)  bythe substitution for the definition of "Inspector-General" of the following definition:
" 'Inspector-General' means [a] the person appointed uﬁder section 7;";
(d) by the substitution for the definition of "Minister" of the followinQ definition:
"' Minister' means the [Minister to whom the portfolio of the Agency, the
South African Secret Service, the National Defence F‘%orce or the South

African Police Service has been allocated in terms of section 88 of the

Constitution] President or the member of the Cabinet designated by the
President in terms of section 209(2) of the Constitution to assume political
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responsibility for the control and direction of the intelligence services

established in terms of section 209(1) of the Constitution;";

(e) by the insertion after definition of "National Defence Force" of the following
definition:

" 'prescribed' means prescribed by regulation;";

(N by the substitution for the definition of "Services" of the following definition:
" 'Services' means the Agency, the South African Secret Service, the
Intelligence Division of the National Defence Force and the [National

Investigation Service] Intelligence Division of the South African Police

Service;"; and
(g) by the substitution for the definition of "South African Secret Service" of the
following definition:
" 'South African Secret Service' means the South African Secret Service
[established by] referred to in section 3 of Intelligence Services Act,1994

(Act No. 38 of 1994);".

Amendment of section 2 of Act 40 of 1994, as substituted by section 2 of Act 31 of

1995 and amended by section 2 of Act 42 of 1999

. Section 2 of the principal Act is hereby amendedcC
(a) by the substitution for subsection (1) of the following subsection:

"(1) There is hereby established a Parliamentary Committee
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to be known as the Joint Standing Corhmittee on In{elligence. which shall,
subject to the Constitution, perform the oversight functions set out in this Act
in relation to the [intelligence and counter-intelligence functions]
administration, financial management and expenditure of the Services, and
report thereon to Parliament.";
(b) by the substitution in subsection (2) for paragraph (b) of the following paragraph:
"(b) No member of Parliament shall be appointed as a
member of the Committee before the Agency has issued a security
clearance f[has been issued] in the prescribed manner in respect of that
member [by the National Intelligence Agency in a manner determined
by the Minister as defined in section 1 of the National Strategic
Intelligence Act, 1994 (Act No. 39 of 1994), by regulation].”;
(c) by the substitution for subsection (4) of the following subsection:
"(4) The Speaker and the Chairperson of the National
Council of Provinces acting with the concurrence of thé President, who shall
act after consultation with the leaders of the political parties represented on
the Committee, shall appoint a member of Parliament, excluding a member

appointed to the Committee in terms of subsection (3), as the chairperson of

the Committee and subsection (2)(b) shall apply with the necessary changes

to such member."; and

- (d) Dby the substitution in subsection (6) for paragraph (b) of the following paragraph:

"(b) The Committee [shall be competent to] may initiate
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and recommend to the Joint Rules Committee of Parliament any such rules

and orders in so far as they relate to the functidning of the Committee.".

Amendment of section 3 of Act 40 of 1994, as amended by section 3 of Act 31 of 1995

and section 3 of Act 42 of 1999

3. Section 3 of the principal Act is 'hereby amendedc
(a) by the substitution in paragraph (a) for subparagraph (i) -of the following
subparagraph:
"(i) the Auditor-General an audit report compiled in accordance with
section 4(6) of the Auditor-General Act, 1995 (Act No. 12 of 1995),

and after obtaining the report, to considerc

(aa) the financial statements of the Services;

(bb) any audit reports issued on those étatements; and

(cc) anyreports issued by the Auditor- General on the affairs of the

Services;";
(b) by the substitution in paragraph (a) for subparagraph (iv) of the following
subparagraph: |

"(iv) [each] the Minister responsible for each Service, a report regarding

the budget for thé Service for which he or she is responsible;";
(¢) by the substitution in paragraph (f) for the words preceding the proviso of the

following words:
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"to order investigation by and to receive a réport from the Head of a Service

or [én] the Inspector-General regarding any cdmplaint received by the

Committee from any member of the public regarding anything which such

member believes that a Service has caused to his or her person or property";

(d) by the substitution for paragraph (h) of the following paragraph:

"(h) to consider and make recommendations regarding any matter falling
within the purview of this Act and referred to it by the President, [the]
any Minister responsible for a Service or Parliament;"; and

(e) by the substitution for paragraph (I) of the following paragraph:

"(l)  to consider and report on the appropriation of revenue or moneys for

the'functlons of the [Agency and the South African Secret Service]

Amendment of section 4 of Act 40 of 1994

4, Section 4 of the principal Act is hereby amendedc

(a) by the substitution in subsection (2) for words following upon paragraph (b)(ii) of the |
following words:

"such dispute shall be referred for determination to a committee composed

of the Inspector-General, [responéible for a Service concerned] the Head

of [that] ﬂig Service in question, the chairperson of the Committee and the

Minister responsible for that Service, which decision of the Committee shall
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be final."; and
(b) by the substitution in subsection (3) for the words preceding the proviso of the
following words:
"The Committee may, for the purposes of the performance of its functions,

require [a] any Minister responsible for a Service, the Head of a Service or

the Inspector-General, [of a Service] to appear before it to give evidence, to

produce any document or thing and answer questions put to him or her".
Amendment of section 5 of Act 40 of 1994, as amended by section 4 of Act 42 of 1999

5. Section 5 of the principal Act is hereby amended by the substitution in
subsection (2) for péragraph (¢) of the following paragraph:

"(c) with the written bermission of the chairperson, which permission may be

given dnly with the concurrence of the Head of a Service and the

Inspector-General [concerned];".

Amendment of section 6 of Act 40 of 1994, as substituted by section 4 of Act 31 of

1995

6. Section 6 of the principal Act is hereby amended by the substitution for
subsections (1) and (2) of the following subsections, respecitively:

"(1) The Committee shall, within five months after its first
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appointment, and thereafter within two months after 31 Maréh in each year, table in
Parliament a report on the activities of the Committee duriﬁg the preceding year,
together with the findings made by it and the reoomﬁjen_dations it deems
appropriate, and provide a copy thereof to the President al{’ld [each] the Minister
[concerned] responsible for every Service. |

(2) The Committee may at the request of Pari?ament, the President

or the Minister [concerned] responsible for each Service or af_any other time which

the Committee deems necessary, fumish Parliament, the Presi‘;!ent or such Minister
with a special report concerning any matter relating to the performance of its
functions, and shall table a copy of such report in Parliament or furnish the

President and the Minister concerned with copies, as the case may be.".

|
i

Substitution of section 7 of Act 40 of 1994, as amended by sectjon 5 of Act 31 of

1995 and by section 5 of Act 42 of 1999
7. The following section is hereby substituted for section 7 of the principal Act:
"Inspector-General

7. The President shall appoint [one or more Inspectérs- General] an

Inspector General of Intelligencec

(a) nominated by the Committee; and
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(b)  approved by the National Assembly by a resolution supported by at least two
thirds of its members:
Provided that[c
(i) one Inspector-General may be appointed with regard to some of
or all the Services as long as the activities of all the Services are
monitored by an Inspector-General; and
(i] if [any] the nominatioﬁ is not approved as required in paragraph (b),
the Committee shall nominate another person.
(2)  [An] The Inspector-General shall be a South African citizen

who is a fit and proper person to hold such office and who has knowledge of

intelligence.

(3) Theremuneration and pther conditions of employment of [an]
the Inspector-General shall be determined by the President with the concurrence of
the Committee and such remuneration shall not be reduced. nor shall such
conditions be ad.versely altered during his or her term of office: Provided that such
remuneration shall be the same as that of the Public Protector appointed in terms of
section 1A of the Public Protector Act, 1994 (Act No. 23 of 1994).

(4) [An]The lnspector—Genéral may be removed from office by the
President, but only on the grounds of [misbehaviour] misconduct, incapacity, poor
performance or incompetence determined by the Committee.

(5) [An] If the Inspector-General [who] is the subject of an

investigation by the Committee in terms of subsection (4) he or she may be -
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suspended by the President pending a decision in such investigation.

(6) [An] The Inspector-General shall be [responsible] accountable

to the [President] Committee for the overall'functioning of his or her office, and

shall report on his or her activities and the performance of his or her functions to the

committee at least once a year.

(7)  The functions of [an] the Inspector-General are, in relation to
the Service [in respect of which he or she is appointed]C
(a) to monitor compliance by [the] any Service with the Constitution, applicable

laws and relevant policies on intelligence and counter-intelligence;

(b) to review the intelligence and counter-intelligence activities of [the] any

Service;
(c)  to perform all functions designated to him or her by the F_‘resident or [the]

any Minister [concerned] responsible for a Service;

(cA) to receive and investigate complaints from members of the public and
members of the Services on alleged maladministration, abuse of power,
trénsgressions of the Constitution, laws and policies referred to in paraQraph
(a), corruption and [the] improper enrichment of any person through an act
or omission of any member: .

(d) to submit certificates to [the] every Minister [concerned] responsible for a
Service pursuant to subsection (11)(c); [and]

(e) to submit reports to the Committee pursuant to section 3 (1) (f); and

()  to submit reports to every Minister responsible for a Service pursuant to the
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berformance of functions contemplated in paragraphs (a), (b).(c) and (cA): |
Provided that where the Inspector-General performs functions designated to

him or her by the President, he or she shall report to the President.".

(TA) The reports_of the Inspector-General contemplated in

subsection (7)(2)(f) in respect of monitoring and reviewing shall contain the findings

and recommendations of the Inspector-General.

(8)  Notwithstanding anything to the contrary contained in this or
any other law or the common law, [an] the Inspector-GeneralcC
(a)  shall have access t§ any intelligence. information or premises under the
control of [the] any Service [in respect of which he or she has been
appointed,] if such access is required by the Inspector-General for the
performance of his or her functions, and he or she shall be entitled to
demand from the Head of the Service in question and its employees such
intelligence, information, reports and explanations as the Inspector-Generai
may deem necessary for the performance of his or her functions

(aA) The Inspector-General shall inform the Head of a Service prior to his or her

access to the premises of such Service in writing of his intention to have

access fo the Service: Provided that the notice shall specify the date and the

nature of access to the premises.

(b)  may, if the intelligence or information received by him or her in terms of
paragraph (a) is subject to any restriction in terms of any law, disclose it

onlyc
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(c)

(d)

(i) after consultation with the President and the Minisi’,(er responsible for
the Service in question; and | |

(i)  subject to appropriate restrictions placed on su‘cl'-;h intelligence or
information by the Inspector-General, if necessary;:': and

(i) to the extent that such disclosure is not detriment%l to the national
interest; I

shall have access to any other intelligence, information or p;'all'emises which is

not under the control of any Service if such access is ne;cessary for the

performance of his or her functions in terms of subsection (1}:') and he or she

shall be entitted to demand from any such person su¢h intelligence,

information, reports and explanations as he or she may deerﬁ necessary for

the performance of his or her functions: Provided that the Insﬁ;ector—General

shall not have access if such intelligence or information is noi necessary for

the performance of his or her functions: Provided fuifther that the

Inspector-General shall first obtain a warrant issued in terms E;f the Criminal

Procedure Act, 1977 (Act No. 51 of 1977), if such information, I'intelligence or

premises are not under the control of the Services in guestior;:.

may, if the intelligence or information received by him or heizr in terms of

paragraph (c) is subject to any privilege or restriction in termé;_ of any law,

disclose it onlyc i"i

() after he or she has given written notice of his or her inteni’;ion todo so
to the lawful possessor of such intelligence or informaﬁc;p; and

(i)  after consultation with the President and the Minister resg"‘ onsible for
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- the Service in question; and

(i)  subject to appropriate restrictions placed on such intelligence or
information by the lnspector-Generai, if necessary; and |

(iv) to the extent that such disclosure is not detrimental to the national
interest.

(9) No access to intelligence, infoﬁnation or premises
contemplated in subsection (8)(a) may be withheld from [an] the Inspector-General
on any ground.

(10) [An] .mg Inspector-GeneralC
(@)  shall comply with all security requirements applicable to the employees of the

[Service in respect of which he or she has been appointed] Agency;
(b)  shall serve impartially and independently and perform his or her functions in
good faith and without fear, favour, bias or prejudice.

(11) (a) Each Head of a Service shall, in respect of every period

of 12 months or such lesser period as is specified by the Minister [concerned]

responsible for that Service, submit to that Minister, [at such times as the Minister

may specify,] a report on the activities of that Service during that period, and shall
cause a copy of such report to be submitted to the Inspector-General [appointed
for that Service].

(b) (i) Each Head of a Service shall report to thé
Inspector-General [appointed for that Service] regarding any unlawful intelligence

activity or significant intelligence failure of that Service and any corrective action that

00279570—B
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has been taken or is intended to be taken in connection with SU(i‘Th activity or failure.

(i)  [A]Each Head of a Service shli;all submit the report

referred to in subparagraph (i) to the Inspector-General [co%pcemod] within a

reasonable period after such unlawful intelligence activity or sigr%)iﬁcant intelligence

failure came to his or her attention. |

(c)  Assoon as practicable after rece‘winigi a copy of a report

referred to in paragraph (a), [an] the Inspector-General shall sub{mit to the Minister

[concerned] responsible for the Service in question, a oertiﬁcate% stating the extent

to which [such] the lnspector-Ganeral is satisfied with the reliport and whether

anything done by that Service in the course of its activities dué‘ing the period to
which the report relates, in the opinion of the Inspector—Generaltir

(i) is unlawful or contravenes any directions issued by [tiimat] the Minister
responsible for that Service; or :

(i)  involves an unreasonable or unnecessary exercise by that%Service of any of

its powers. :

(d)  Assoon as practicable after receiving a report referred to

in paragraph (a) and a certificate of the Inspector-General refen'eci;l to in paragraph

(c), the Minister [concerned] responsible for the Service in guestio:'? shall, subject to
section (4)(2), cause the report and certificate to be transmitted td; the Committee.
(12) The Minister | [responsible for a Servitf:e] may, after

consultation with the Inspector?GeneraI [concerned], appoint é@uch number of

persons to the office of the Inspector-General as may be necessary for the

i
|
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performance of the functions of that office, [the Inspector-General] on such
conditions of employment as are applicable to members of [that Service] the

Agency.

(13) The_budget of the office of the Inspector-General shall be

appropriated by Parliament as part of the budget vote of the Agency, and shall be

expended in accordance with the rules and procedures as set out in the Public

Finance Management Act, 1999 (Act No. 1 of 1999).

(14) The Inspector-General may, in writing, delegate any function

contemplated in _subsection (7) to any employee in_his or her office, and any

function exercised in terms of such a delegation shall be deemed to have been

exercised by the Inspector-General.".

Amendment of section 8 of Act 40 of 1994, as substituted by section 6 of Act 31 of

1995 and amended by section 7 of Act 42 of 1999

8. Section 8 of the principal Act is hereby amended by the substitution for
subsections (1) and (2) of the following subsections, respectively:

"(1) [A]The Minister, acting with the concurrence of [the President,
and] the Committee, may make regulations [as to any matters which are
necessary or expedient for the achievement of the purposes of this Act,
including but not limited to] regardingc

@l any matter that is required or permitted to be prescribed in terms of this Act;
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(b)

(c)

(d)

(e)

(7

(h)

[0)]

the [exercise of their the powers and the] perfonnancé of [their] his orher

functions by [Inspectors-General] the !ngpector-geneirﬁal;

the reports to be submitted by [an] the Inspector-Genera'ﬁ_l_ and the Heads of
the Services[, as well as reports to be received by thio__ Committee];
the suspension from office of [Inspectors-General] the Inspector-General

and the termination of employment of the lngpec‘tor-@_e_n:ergi_;

an oath or affirmation of secrecy to be subscfibed fo by the
Inspector-General, members and staff of the Comrnittée. the leaders of
political parties represented or willing to serve on the Coimmittee and staff
appointed in terms of section 7(12); |

[anything which shall or may be prescribed by rogul!_ation under this

Act] security clearance for the Inspector-General and iimembers of the
Committee;

procedure for appointment of staff to the office of the Insgéctor-Gengral;
the conditions of employment applicable to the personnel iapp_ointed to the
office of the Inspector-General; and II

the procedure for lodging and investigation of complaints.

(2)  Aregulation made under this section need nof be published in

the Gazette, but shall be notified to any person affected thereby in e";.uch manner as

the Minister [concerned] acting with the concurrence of the C;_ommittee may

determine.".
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Substitution of section 9 of Act 40 of 1994, as substituted by section 7 of Act 31 of

1995
9. The following section is hereby substituted for section 9 of the principal Act:

"Short title

9. This Act shall be called the Intelligence Services [Control] Oversight

Act, 1994.".
Short title and commencement
10.  This Act shall be called the Intelligénce Services Control Amendment Act,

2002, and shall come into operation on a date fixed by the President by proclamation in the

Gazette.
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REPUBLIC OF SOUTH AFRICA

INTELLIGENCE SERVICES BILL

(As introduced in the National Assembly as a section 75-Bill; expl,anato:y summary of

Bill published in Government Gazette No.  of ) (The Eng!iSh text is the official

text of the Bill)

(MINISTER FOR INTELLIGENCE SERVICES) :f

B -2002]




STAATSKOERANT, Sd SEPTEMBER 2002 No. 23889 23

BILL

To regulaie the establishment, administration, organisation and control of the
National Intelligence Agency, the South African Secret Service, and the South
African National Academy of Intelligence; to establish and regulate the Intelligence
Services Council on Conditions of Service; and to repeal an Act; and to provid_e for

matters connected therewith.

BE IT ENACTED by the Parliament of the Republic of South Africa, as follows:—

CHAPTER |

DEFINITIONS AND APPLICATION OF ACT
Definitions

1. In this Act, unless the context indicates otherwise—
"Academy" means the South African National Academy of Intelligence established
by section 5;

- "Advisory Committee" means the Ministerial Advisory Committee on Training
established by section 9;
"Agency" means the Nation.al Intelligence Agency referred to in section 3;

"Chief Executive Officer" means the head of the Academy appointed in terms of
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section 6(1); ' Ii
"department” means a department as defined in section 1 of the IﬁPub_!ic Service Act,
1994 (Proclamation No. 103 of 1994); |
"Director-General" means a person appointed as such in terms of section 3(3);
"former member" means any member of the Intelligence Servicells orthe Academy,
whose services have terminated for any reason,
“Intelligence Services" means the Agency or t_he Service as the ;:ase may be;
"Intelligence Services Council® means the Intelligence Services Council on
Conditions of Service established by section 22; I
"Joint Standing Committee dn Intelligence" means the committeie established by
section 2 of the Intelligence Services Control Aét, 1994 (Act No. 40 of 1994);
"member’ means a person appointed in terms of section 3, 8, 9 o;;lr 19;
"Minister" means the President, or any member of Cabinet deil*.ignated by the
. President to take political responsibility for the Intelligence Services, or the
.Academy; iil
"National Intelligence Structures” means the National lntel!igencé.- Structures as
defined in section 1 of the National Strategic Intelligence Act, 199:1: (Act No. 39 of
1994); - | |
"misconduct" means an act contemplated in section 18(1);
"non-statutory Service" means the former Umkhont_o weSizwe (MK), Azanian
Peoples Liberation Army (APLA) and the Department‘ of lntelligencé_ of the African

National Congress;

"person” includes—
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(a) atrust;

(b)  afoundation; and

(c)  any body of persons corporate or unincorporate;

"personnel list' means the personnel list submitted to the President within seven

days after the commencement of the Intelligence Services Act, 1994, by the head of

each of the following organizational components which were integrated to consist of
the Intelligence Services, with the names of:

(a) the persons who, on the date of the commencement of the said Act, were
merﬁbers of the Bureau as defined in section 1 of the Bureau for State
Security Act, 1978 (Act No. 104 of 1978);

(b)  the persons who, on the date of the commencement of the said Act, were
members of the Depariment of Intelligence and Security of the African
National Congress;

(c) the persons who, on the date of the commencement of the said Act, were
members of the Bophuthatswana Internal Intelligence Service by virtue of
their appoiniment in terms of the Bophuthatswana Internal Intelligence
Service Act, 1982 (Act No. 25 of 1982), or are appointed in terms of section
15 of the National Security Council Act, 1981 (Act No. 27 of 1981), of
Bophuthatswana,;

(d) the persons who, on the date of the commencement of the said Act, were
members of the Transkei Intelligence Service by virtue of their appointment

in terms of the Intelligence Service and State Security Council Act, 1987 (Act
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No. 67 of 1987), of Transkei; i

i
(e) the persons who, on the date of the commencement of the said Act, were

members of the Venda National Intelligence Service byii virtue of their
appointment in terms of the Intelligence Service Act, 1988? (Act No. 31 of
1988), of Venda;

(  the persons who immediately before the commencement of t!he Constitution
i
of the Republic of South Africa, 1993 (Act No. 200 of 1993), j.vere members

|
of any intelligence service or intelligence structure of— i

(i) any Government of a self-governing territory as defiped in section

38(1) of the Seli-Governing Territories Constitution Act, 1971 (Act No.

f

21 of 1971); or |

(i)  any political party or organiiation;

|
"polygraphist" means a person who, in order to ascertain, confirm or examine in a

scientific manner the truthfulness or otherwise of statements macgle by another

person, uses skills and techniques in conjunction with any equipment and
"premises™ includes any land, building, building works, instrument, bquipment or
; |

instrument designed or adapted for that purpose;

means of transport; |
|

"prescribed" means prescribed by regulation; N
_ . |

"private investigator" means a person who for reward— '

(a) investigates and fumishes information regarding the iden':tity. actions,

L

whereabouts, movements, affiliations, associations, habi;ts, personal

character, reputation, trustworthiness, loyaity, occupatio{n, previous
i
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employment, integrity, creditworthiness, transactions, financial position, life
history or background of another berson with or without the consent or
knowledge of such a person;

(b)  searches for someone who has or is alleged to have committed any crime,
delict, breach of contract or other wrongful act, or for any evidence of such
wrongdoing;

(c)  searches for missing persons, property or other assets, or investigates the
costs or responsibility for accidents, injuries or damage; or

(d)  conducts surveillance or counter-surveillance;

“regulation” means a regulation made under this Act;

"security equipment’ means the security equipment as defined in section 1 of the

Private Security Industry Regulation Act, 2001 (Act No. 56 of 2001);

"security service" means—

(a)  protecting or safeguarding a person or property in any manner;

(b)  giving advice on the protection or safeguarding of a person or property, or on
the use of security equipment or the services of a private investigator;

(c)  providing a reactive or response service in connection with the safeguarding
of a person or property in any manner;

(d) providing a service aimed at ensuring order and safety on premises used for
sporting, recreational, entertainment or similar purposes;

(e)  manufacturing, importing, distributing or advertising of monitoring devices

contemplated in section 1 of the Interception and Monitoring Prohibition Act,
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1992 (Act No. 127 of 1992);
) performing the functions of a private investigator;
(g) performing the functions of a polygraphist; |
(h) installing, servicing or repairing security equipment;
(i) monitoring signals or transmissions from electronic security équipme'nt;
)i performing the functions of a locksmith; |
(k) perfom'lihg the functions of a cryptographer;
0] providing training on the services referred to in paragraphs (al? to (k);
(m) making a person or the services of a person available, whetriwr directly or

indirectly, for the rendering of any service referred to in paragriaphs (a)to (1)

|
to another person, '@
i
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(n)  managing, controlling or supervising the rendering of any of the services
referred to in paragraphs (a) to (m);

"staff forum" means a consultation forum for members on conditions of service and

human resources;

"Service" means the South African Secret Service referred to in section 3;

"strike" means a strike as defined in section 213 of the Labour Relations Act, 1995

(Act No. 66 of 1995);

“this Act" includes the regulations.
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~ Application of Act
l

2. Unless the context indicates otherwise, this Act applies in respect of all
members, irrespective of whether they became members at the comn{encement of this Act
or were appointed after the commencement of this Act, and irrespecftive of whether they

work in or outside the Republic.

CHAPTER Il

' !
ESTABLISHMENT, COMPOSITION AND ORGANISATION OF AGENCY, SERVICE

AND ACADEMY

~ Continued existence of Agency and Service i

3. (1) The National Intelligence Agency and the Sos;lth African Secret

Service, continue to exist and consist of— |
i

(a) the persons who became members in terms of the Intelligence Services Act, 1994

(Act No. 38 of 1994) whose names appear on the personnel list;

(b) the persons appointed as members in terms of the Intelligence Services Act, 1994
after its commencement; |
I
(c) the persons appointed as members in terms of this Act, after it$ commencement.
i

(2) Aformer member of a non-statutory Service may éppl’y to have his or

1
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her years of service in a non-statutory Service, recognised for purposes of pension benefit,
subject to the provisions of the Government Employees Pension Law, 19986, (Proclamation
No. 21 of 1996) if he or she becamé a member of the Agency or the Service between 1
January 1995 and 31 March 2004. |
(8) (a) The President must appoint a Director-General for each of the
Intelligence Services.
(b)  The Director-General is the head and accounting officer of the

Intelligence Services.
Composition of Agency and Service

4, (1)  The Minister must for each of the Intelligence Services—
(a) create posts of deputy Director-General; |
(b)  create posts of assistant Director-General;
(c) establish chief directorates, directorates and prescribe the functions and post
structures thereof;
(d) establish divisions and prescribe the functions and post structures thereof.
(2)  The creation of deputy Directors-General posts must be done in

consultation with the President.



32 No. 23889 GOVERNMENT GAZETTE, 30 SEPTEMBER 2002 I:

Establishment of South African National Academy of Intelligence

5. , (1) There is hereby established a South African National Academy of

1
Intelligence, as an organisational component in terms of the Public Service Act, 1994

(Proclamation No. 103 of 1994), whose management and admihistration is under the

control of the Minister. !i
|

|
(a)  must provide training or conduct such examinations or tests al'is a qualification for the

(2) The Academy—

appointment, promotion or transfer of persons in or to the Intelligence Services or
|

departments, as the case may be, as the Minister may preséribe; and
(b)  mayissue diplomas or certificates to persons who have passe}d such examinations.

(3) The Academy must have a Training Fund whosé funding consists of—

(a)  all moneys which immediately prior to the commencement of ihis Act were moneys
' |
defrayed for training under the Agency;

(b) mohey appropriated by Parliament from time to time for prorhoting training under

this Act; :

(c) anyother money accruing to the Training Fund in terms of this :IAct or from any other

i
source. i

(4) (a) The Training Fund must be administered by the Chief Executive
i

Officer. , 'l

(b) Money in the Training Fund must be utilisei';l to promote training
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under this Act, but money or other property donated or bequeathed to the Training Fund
must be utilised in accordance with the conditions of the donation or bequest in question.
(c)  The Chief Executive Officer may invest money in the Train_ing
Fund which is not required for immediate use in such a manner as the Minister may
approve with the concurrence of the Minister of Finance.
| (5) (a) Theend of the financial year of the Training Fund is on the last
day of March in each year.
| (b)  The Chief Executive Officer must—
(i) keep records of money received by, and disbursements made from, the Training

Fund and of its assets, liabilities and financial transactions:

00279570—C
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(i) atthe end of each financial year, prepare annual financial statements reflecting

|
money received by, and disbursements made from, the Training Fund and its assets

and liabilities. |

|

(c) The records and annual financial statem;ents must be audited

annually by the Auditor-General in accordance with the Special Sewi(%es Account Act, 1969
(Act No. 81 of 1969). - l

(6) The Academy may co-operate with any institutior@) of higher learning, in

the Republic or elsewhere to achieve its objectives. |
|

Appointment of Head and deputy Head of Academy !

6. (1)  The President must in accordance with the Pubiic Service Act, 1994
(Proclamation No. 103 of 1994) appoint a head of the Academy v\:?ho is also the Chief
Executive Officer, principal and accounting officer of the Academy. |

(20 The Minister must appoint a deputy head of tIE;e Academy who is
responsible for the curriculum and research function of the Academyf: Provided that if the
post level of the deputy head is at the level of a deputy Director-G enel%al, the Minister must
make the appointnient with the concurrence of the President. |

(3) The deputy head must perform his or her functiof;s subject to this Act

' l
and any other laws governing the Intelligence Services. !

|
|
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Composition of Academy

F & The Minister may for purposes of the Academy create the post structures
necessary for the functioning of the Academy, but such structures may not exceed the

structures contemplated in section 4 in seniority.
Appointment, promotion, discharge, demotion and transfer of members

8. (1) The Mihister may, subject to this Act—

(a)  appoint any person, as a member of the Intelligence Services or the Academy;
(b)  promote, discharge, demote or transfer any member:
Provided that such appointment, promotion, discharge, demotion or transfer in respect of a
deputy Director-General or equivalent post may only be effected in consultation with the
President.

(2)  Aprescribed document signed by the Minister and certifying that any
person has been appointed as a member is prima facie proof that such person has been

S0 appointed.
Establishment of Ministerial Advisory Committee on Training

9. (1)  There is hereby established a Ministerial Advisory Committee on
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Training which consists of—
(a)  the head of the Academy; ' 5!
(b)  the deputy head of the Academy: '
(c) the heads of National Intelligence Structure or their altematées; and
(d)  not more than 8 other persons appointed by the Minister on :the basis of need and
required expertise. |
(2) At least three of the members must have iextensive academic
experience and khowledge, and must hold office for a renewable périod of three years.
(3) Inaddition to the members contem.plated in subs%;ction (1) the Minister
must, appoint a fit and proper person who is a South African citizeﬁ, with experience in
Higher Education to be the Chairperson of the Advisory Committee.'
(4)  The Minister must by notice in the Gazette, and by such other means

may be viable, invite nominations for the Chairperson of the Advisory Committee from the

|
|

public. |
(5) A member of the Advisory Committee who is %1ot in the full time
employment of the State must be paid the remuneration and allowance;;s determined by the
Minister with the concurrence of the Minister of Finance. I{
(6) The period of office of the Chairperson is three .flyears and may be
renewed for a further period not exceeding two years. |
(7) The functions of the Advisory Committee are to— |
(a) conduct research and make recommendations to the Minister ciflm the formulation

and review of policies on training;
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(b)  assist the head and deputy head of the Academy to develop the curriculum and
business plans for the Academy, and to make recommendations to the Minister in
that regard.

(8) The Advisory Committee must within three months after its
establishment, submit rules and procedures governing its function to the Minister for
approval.

(9) The Advisory Committee may, in consultation wﬂh the Minister,

establish such subcommittees as may be necessary for the performance of its functions.
Heads of Intelligence Services and Academy

10. (1) The Director—GeneraI concerned or the Chief Executive Officer must,
subject to the directions of the Minister and this Act, exercise command and confrol of the
Intelligence Services or the Academy, as the case may be.

(2)  The Director-General concerned or the Chief Executive Officer may,
subject to the directions of the Minister and the provisions of this Act, make such rules and
issue such directions as he or she may deem expedient for the efficient command and
control of the Intelligence Services or the Academy, as the case may be.

(8)  The Director-General concerned or the Chief Executive Officer must,
as far as is reasonably practicable, take steps to ensure that—

(a)  national security intelligence, intelligence collection methods, sources of information

and the identity of members of the Intelligence Services, or the Academy as the
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|

case may be, are protected from unauthorised disclosure;
_ |
(b)  no action is carried out that could give rise to any reasonable suspicion that the

Intelligence Services or the Academy, as the case may :i be, is concermned in
furthering, protecting or undermining the interests of any sectié_m of the population or
any political party or organisation; and '
(c) .the powers of the Intelligence Services or the Academy aére limited to what is
necessary for the purposes of the discharge of its functions in%terms of the National
Strategic Intelligence Act, 1994 (Act No. 39 of 1994) and the::Secret Services Act,

1978 (Act No. 56 of 1978). |
|

Powers and duties of members |

11. (1) A member must, in the performance of his or h;r functions, obey all
lawful directions received from a person having the authority to give?such directions.
(2) If a judge as defined in section 1 of the Interce[btnon and Monitoring

Prohibttlon Act, 1992 (Act No. 127 of 1992), is satisfied, on the grounds mentioned in a

written application complying with directives issued under subsechoria (5), that—

(a) thereis on any premises information which has or could probatswly have a bearing on
the functions of the Intelligence Services as contemplated 'in section 2 of the
National Strategic Intelligence Act, 1994 (Act No. 39 of 1994), wh ich information is
of substantial importance and is necessary for the proper dlscharge of the functions

of the Intelligence Services;
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(b)  such information cannot reasonably be obtained by other means,
he or she may issue the Intelligence Services with a direction authorising any member
when reasonably necessary—
()] to enter such premises;
(i)  to search such premises with the purpose of obtaining such information:
(i)  to examine, copy, photograph or transcribe any article, document or other material
on such premises; and
(iv)  toremove any article, document or other material from the premises, for as long as
is reasonably necessary, for the purposes of examining, copying, photographing or
transcribing it, as the case may be.
(38) (a) Adirection referred to in subsection (2) must be issued for a
specific period not exceeding three months. |
(b)  Adirection referred to in paragraph (a) may be executed by a
member of the Intelligence Services, who is authorized to do so by a senior member of
such Intelligence Services holding a post of at least a directorate.
(¢c) A memberwho executes a direction or assists in the execution
thereof must, not later than the date of éxpiry of the direction referred to in paragraph (a),
return an article, document or other material that was removed in terms of subsection
(2)(b)(iv) to the premises in question unless the judge referred to in subsection (2) is of the
opinion that the return of the said article, document or material will prejudice the security of
the Republic, in which case he or she may direct that it be destroyed or stored elsewhere.

(4)  The judge referred to in subsection (2) may, upon a written applicatioh



|
[

|
40 No. 23889 GOVERNMENT GAZETTE, 30 SEPTEMBER 2002 |

complying with the directives issued under subsection (5), extend the period of validity of

the direction for a further period not exceeding three months at a time, if the extension is

_ : ) i
~ necessary for a reason mentioned in subsection (2). ,

(5) The Judges President of the several Divisioﬂms of the High Court of
South Africa must jointly issue directives to uniformly regulate the méanner and procedure of

applications in terms of subsection (2). ' - |

;

|
|
i3

General powers of Minister

12. (1) The Minister may, subject to this Act, do or cause to be done all things
|
which are necessary for the efficient superintendence, control and functioning of the

Intelligence Services and the Academy. ;

(2)  Without derogating from the generality of his of her powers in terms of

subsection (1), and notwithstanding anything to the contrary contained in any other law, the

Minister may— - | |

(a) acquire or hire any immovable property, with or without any btﬁ:ildings thereon, which
i_
are necessary for the efficient functioning of the Intelliggnce Services or the
Academy, and erect or maintain any buildings so aoci_uired and, with the
!

concurrence of the Minister of Finance, supply _guarantées, indemnities and

securities for those purposes;

| .
(b) acquire and utilise any movable property and any other equipment which may be

necessary for the efficient functioning of the Intelligence Serv{ices or the Academy;

|
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(c)  with the concurrence of the Minister of Finance, sell, let or otherwise dispose of any
immovable property, with or without any building thereon, and anything referred to in

paragraph (b), which is no longer required for the said purposes.
Retirement age of members

13. (1) A member may retire and must be retired on the date when he or she
attains the age of 60 years: Provided that a person who was an employee of the
Intelligence Services on the day immediately before the date of commencement of this Act,
may retire on reaching the retirement age or prescribed retirement date provided for in any
other law applicable to him or her on that day.

(2) If a member attains the retirement age referred to in subsection (1)
after the first day of a month, he or she shall be deemed to have attained it on the first day
of the following month. | |

(3) I it is in the public interest to retain a member in his or her post
beyond the age at which he or she is required to retire in terms of subsection (1), his or
her services may, with his or her consent and with the approval of thé Minister, be so

retained from time to time, for further periods not exceeding five years in total.
Security screening and discharge of members

14. (1)  Subject to subsection (2), no person may be appointed as a member
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unless—

(a)  information with respect to that person has been gathered in tihe prescribed manner

in a security screening investigation by the Intelligence Servfces; and
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(b)  the Minister, after evaluating the gathered information, is reasonably of the opinion
that such person may be appointed as a member without the possibility that such
person mig.ht be a security risk or that he or she might act in any way prejudicial to
security interests of the Republic.

(2)  Ifthe Minister is reasonably of the opinidn contemplated in subsection
(1)(b), the Minister must issue a document in which it is certified that such person has
successfully undergone a security clearance and is regarded as being security competent:
Provided that the Minister may withdraw such certificate if he or she obtains information
which, after evaluation by him or her, satisfies him or her that the person should no longer
be employed as a member.

(3) If the certificate, referred to in subsection_ (2), is withdrawn such
member is deemed unfit for further membership of the intelligence Services or the
Academy and the Minister may—

(a)  discharge such person or member from the Intelligence Services or the Academy,
as the case may be; or

(b)  with the approval of the Minister responsible for the department concerned, transfer
such person or member to that department subject to the conditions imposed by

any law governing the transfer.
Discharge of members on account of long absence without leave

15. (1)  Any member who absents himself or herself whether voluntarily or
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involuntarily, from his or her official duties without the permission of :ithe Director-General

concerned or the Chief Executive Officer, as the case may be, for a 'period exceeding 14

I .
calendar days, is deemed to have been discharged from the Intelligence Services or the

Academy, as the case may be, on account of misconduct, with effect from the date

immediately following upon the last day on which he or she was prese;nt at his or her place

of duty: Provided that if—

(a) any member absents himself or herself from his or her ofﬁciall duties without such

(b)

()

" 14 calendar days;

permission and accepts other employment, he or she is deté-:*med to have been
discharged even if he or she has not yet absented himself or h?rself for a period of
|

a member deemed to have been so discharged, again ré_ports for duty, the
D_irector-General concerned or the Chief Executive Officer, ais the case may be,
may, notwithstanding anything to the contrary contained in anéy law but subject to
the approval of the Minister, reinstate him or her in his or her fou%mer post or appoint
him or her to any other post in the Academy or the Intel!igencz;e Services, as the
case may be, on such conditions as the Director-General cont!;erned or the Chief
Executive Officer, as the case may be, may deem fit, and in thafi event the period of
his or her absence from his or her official duties is deemed to I';ave been absence
on vacation leave without pay, or leave on such other ijconc:litions as the

|
Director-General concerned or the Chief Executive Officer, as the case may be,

|
may determine; ;_
the Director-General concerned or the Chief Executive Officer, as the case may be,

refuses to reinstate the member, the latter may appeal to the Minister, stating the
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reasons why he or she should be reinstated.
Discharge of members on account of ill-health

16. (1)  Any member may be discharged from the Intelligence Services or the
Academy as the case may be, by the Director-General concemed or the Chief Executive
Officer, as the case may be, if, after a hearing in the prescribed manner as to his of her
state of health, such Director-General or the Chief Executive Officer, as the case may be,
is of the opinion that he or she is by reason of ill-health unfit to remain in the InteIIigehce
Services or the Academy, as the case may be.

(2) Any member discharged from the Intelligence Services or the
Academy in terms of subsection (1) may in the prescribed manner appeal to the Minister,

who may thereupon set aside or confirm his or her discharge.
Discharge or demotion of members on account of poor performance

17. (1) A member may be discharged from the Intelligence Services or the
Academy or demoted by the Director-General concerned or the Chief Executive Officer, as
the case may be, if, after a hearing in the prescribéd manner as to his or her fitness to
remain in employment or to retain his or her rank or grade, the Director-General or the
Chief Executive Officer, as the case may be, is of the opinion that such member is

incapable of performing his or her duties efficiently.
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(2) A memberwho has been discharged from the Iré}telligence Services or

the Academy or demoted in terms of subsection (1), may in the preéc'i:ribed manner appeal

to the Minister, who may thereupon set aside or confirm his or her di:ischarge or demotion,
as the case may be. '
i

|
Discharge or demotion of members on account of misconducté

!
18. (1) A member is guilty of misconduct if that member—
(a) commits a crime or an offence; or

(b) contravenes or fails to comply with any provision of this Act.
|
(2) A member may be discharged from the !ntellig?nce Services or the

Academy or demoted by the Director-General concerned or the Chief} Executive Officer, as

the case may be, if, after an enquiry in the -prescribed manner as tcé his or her fitness to
i

remain in employment or to retain his or her rank or grade, the Director-General or Chief

Executive Officer, as the case may be, is of the opinion that stich member has committed
an act of misconduct. I

(83) A memberwho has been discharged from the Intielligence Services or
the Academy or demoted in terms of subsection (2), may in the prescribed manner, appeal
to the Minister, who may thereupon set aside or confirm his or her disif:harge or demotion,

as the case may be.
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Transfer and discharge on account of public interest, secondment of members, and

temporary employment of other persons

19. (1)  If the public interest so requires, the Minister may—
(a)  transfer any member from the post held by him or her to any other post—

(i) in the Intelligence Services or the Academy;

(i)  in any entity or establishment under the political control of the Minister:

(iii)  in another department, if the Minister ..responsib!e for the department
concerned has granted his or her approval,

whether or not such post is of a lower grade than that of the post held by him or her,

and whether or not such post is within or outside the Republic: Provided that—

(aa) upon such transfer the member's salary and salary scale and such benefits
as may be approved by the Minister, may not be reduced or altered without
his or her consent, except in accordance with sections 17 and 18; |

(bb)  such transfer to another department, entity or establishment contemplated in
subsection (1), is subject to the conditions imposed by any law governing
that transfer; and

(cc) amember may not without his or her consent be transferred to a post outside
the Intelligence Services or the Academy if s.uch transfer will, save for his or
her salary, result in a change in his or her conditions of service;

(b)  discharge any member from the Intelligence Services or the Academy on such
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|
b

conditions as the Minister may determine. |
(2) The Minister may, with the consent of a men'i?ber and upon such
conditions as he or she may determine, second a member, for thile performance of a
particular service or for a specified period, to the service of any otheir department, or the
Intelligence Services Ior the Academy, or to any other authciirity, board, entity,
establishment, institution or body, but, while so seconded, the membér remains subject to
this Act and any other law which applies to him or her. :
(3)  The Minister may by contract engage any person;for the performance
of a particular service, or for any period and on such terms as he oréshe may deem fit.

(4)  Subject to subsection (3) the Minister may deteri‘mine that a person

engaged on contract be designated as a member for the duration of‘i the contract.
Delegation of powers

20. (1) The Minister may in writing and on such conditioﬁs as he or she may
deem fit delegate any power conferred upon him or her by this Act, e%tcluding any power
conferred upon him or her by sections 4(1)(a), (b)and (c), 5(1), (2)(a) al:nd (4)(c), 6(2), 9(3),
(4), (5), (8) and (9), 10(1), (2), 12(1), 13(3), 14(2), (3), 15(1)(b) and (c), 1 6(2), 17(2), 18(3),
19(1), (4), 21(2), 22(1), (5), (6) and (8), 23(3)(a)(i) and (i), 28(2), ' 30 and 38, to the

Director-General, the Chief Executive Officer or any other member of the Academy, or the
Intelligence Services, as the case may be. l
_ i

(2) A Director-General or the Chief Executive Officer may delegate any
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power conferred upon him or her by or under this Act to any other member of the Academy

or Intelligence Services as the case may be, but not any power delegated under subsection

(1).
Labour Relations

21. (1) Nomember of the Intelligence Services or the Academy may strike or
induce or conspire with any other member to strike.

(2)  The Minister must in the prescribed manner make provision for internal
rules to deal with complaints, grievances and consultation on conditions of service- and
human resources within the Academy or Intelligenbe Servicels, as the case may be.

(3)  Aregulation made under this section with reference to members may
not be published in the Gazette but must be notified to members in such manner as the

Minister may determine.
Establishment of Intelligence Services Council on Conditions of Service

22. (1) There is hereby established an intelligencé Services Council on
Conditions of Service which shall consist of the following members appointed on contract
by the Minister:

(a) A Chairperson;

(b)  adeputy Chairperson; and
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(¢) aCommissioner. :
(2) The members contemplated in subsection (1) n:‘just be fit and proper
persons with a thorough knowledge of the functioning of the Intellig!enoe Services.
(3) The functions of the Intelligence Services Cour{cil are—
(a) to make recommendations to the Minister on the deveiopli'nent of policies on
conditions of service and human resource mattefs;
(b)  to make recommendations to the Minister on improvements (éaf salaries and fringe
benefits of members on an annual basis; '
(c) for purposes of the functions contemplated in paragraphs (a )I and (b)—

(i) to conduct research; |

(i)  to review such policies; N

(i)  to evaluate and monitor the implementation of such policies;

(iv)  toinvite the Directors-General, the Chief Executive Officer, the Chairpersons
of the staff forum, members and any other interésled party to give
representations on any matter relating to the purview oi its functions;

(v) toevaluate re:presentations contemplated in sub—paradraph (iv);

(vi)  to confer with the Public Service Commission. _!5

| (4) The Chairperson may co-opt a Director-General oé' the Chief Executive

Officer, to participate in the functioning of the Intelligence Sefvices Céuncil: Provided that

such Director-General or Chief Executive Officer shall not have votini'_g powers.

(5) The conditions of service of the members of the Ir!}telligence Services

Council rhust be determined by the Minister in accordance with cénditions of service

applicable to members. |



STAATSKOERA_NT, 30 SEPTEMBER 2002 No. 23889 51

(6) The members of the Intelligence Services Council may be removed
from office by the Minister in accordance with the regulations and rules applicable to
members.

(7) The Intelligence Services Council must perform its functions
impartially, without bias or fear of prejudice.

(8) The Minister must appoint members or persons to give research,

administrative, logistical and technical support to the Intelligence Services Council.

CHAPTER Ill

GENERAL
Whole time of members to be at disposal of State

23. (1) Unless otherwise provided in this Act—
(@) every member shall place the whole of his or her time at the disposal of the State;
(b)  no member shall perform or éngage himself or herself to perform any remunerative
work outside his or her employment; and
(c)  no member may claim as of right additional remuneration in respect of any official
duty or work which he or she is required by a competent authority to perform.
(2)  Notwithstanding subsection (1), the Minister may grant permission to a
member to perform or engage himself or herself to perform remunerative work outside his

or her employment.



|
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(8) (a) Where a member receives remuneration; allowance or other
reward in connection with the performance of his or her work, othemisé than in accordance
with this Act or in contravention of subsection (1) (b), such membl'!er must pay to the
Academy, or the Intelligence Services as the case may be, an amountigequal to the amount
of such remuneration, allowance or reward or, where it does not coﬁsist of money, the

~ value thereof as determined by the Director-General concerned or tflhe Chief Executive

Officer as the case may be, and if he or she does not do so, such Direictor-General or the

Chief Executive Officer may recover it from him or her by way of }Iegal proceedings:

Provided that— | !

(i) the member has a right of appeal to the Minister against the détermination by the
Director-General or the Chief Executive Officer of the value of!i the remuneration,
allowance or reward; i;

(i)  the Minister may approve the retaining by a member of the wholé or a portion of that
remuneration, allowance or reward. |

(b) Where a member has received any remuneuljation, allowance or
other reward as contemplated in paragraph (a) which is still in his or :her possession or
under his or her control or in the possession or under the control of son%:e other person on
his or her behalf or, if it is money, has been deposited in any bankij or other financial
institution in his or her name or in the name of some other person on his; or her behalf, the

Director-General or Chief Executive Officer as the case may be, may in v?riling require such

member or such other person or such bank or financial institution not t(i) dispose thereof,

or, if it is money, to retain a corresponding sum of money, as the case mazay be, pending the

outcome of any legal proceedings for the recovery of such remuneration, allowance or

|
|
}
!
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reward or the value thereof.

(4)  Any salary, allowance, fee, bonus or honorarium which may be
payable in respect of the service of a member seconded to any other government or any
other authority or to any board, entity, establishment, institution or body, shall be paid to
the Academy, or the Intelligence Services: Provided that in special circumstances the
Minister may approve the payment to such member of an amount equal to the said salary,

allowance, fee, bonus or honorarium, or a portion thereof.
Reward for extraordinary diligence or devotion

24. The Director-General concerned or the Chief Executive Officer as the case
may be, may, with the approval of the Minister, award to any person who is or was a
member, for extraordinary diligence or devotion in the performance of his or her duties as a
member, such monetary or other reward as he or she considers appropriate in the

circumstances.
Establishment of decorations and medals for members

25 The Minister may establish and introduce decorations and medals, as well as
bars, clasps and ribbons in respect of such decorations and medals, which may be
awarded by him or her, subject to such conditions as may be prescribed, to any person

who is or was a member, in respect of his or her services as a member or to any other
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person who has rendered exceptional services to the Intelligence Serv%ices or the Academy.

Offences |

@

(b)
()

(d)

26. (1) A person commits an offence if he or she—

not being a member— ' |
- |
(i) by words, conduct or demeanour pretends that he or s|he is a member;

(i)  encourages a member not to carry out his or her dutj or to do any act in
|
conflict with his or her duty; |

(iii) discloses classified information or material entrusted t!o him or her by the

|
Director-General, the Chief Executive Officer, or a member;

not being the person to whom a decoration or medal was av;varded, wears it or,

fails to comply with section 23(3)(b);

without the written permission of the Director-General concé[med, olr the Chief
Executive Officer as the case may be, makes use of any decoration or medal
established or introduced under this Act, or of its bar, clasp or rit|i)bon, or anything so
closely resembling any such decoration, medal, bar, clasp Ior ribbon as to be
calculated to deceive; :

without the approval of the Minister, in connection with any activi;ty' carried on by him
or her takes, assumes, uses or in any manner publishes any nar:;ne, description, title

1
or symbol indicating or conveying or purporting to indicate or which is likely to lead

other persons to believe or infer that such activity is carried on dnder or by virtue of
- |
|
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this Act 6r under the patronage of the Intelligence Sen}ices or the Academy or is in
any manner associated or con ne.cted with the Intelligence Services or the Academy;

(e)  enters upon any premises in contravention of any prohibitibn or restriction under
section 33; .

()  being a former member—

()] discloses classified information or material without the permission of the
Director-General or the Chief Executive Officer;

(i)  renders security services in contraQention of section 28; or

(i)  contravenes section 29;

(g9) being a member, discloses classified information or material without the
permission of the Director-General or the Chief Executive Officer as the case
may be.

(2) Any pérson convicted of an offence in terms of this Act is liable, in the
case of a contravention referred to in—

(@)  subsection (1) (a) (i) or (ii), to a fine, or to imprisonment for a period not exceeding
six months;

(b)  subsection (1) (a)(iii), to a fine or to imprisonment for a period not exceeding five
years; |

(¢) subsection (1) (b)or (c),toa fir_ie, or to imprisonment for a period not exceeding one
year;

(d)  subsection (1) (d), to a fine, or to imprisonment for a period not exceeding two

years;



56 No. 23889 GOVERNMENT GAZETTE, 30 SEPTEMBER 2002 |

(e) subsection (1) (e), to afine, or to imprisonment for a period nclLt exceeding 10 years;

() subsection (1)(f), to a fine or to imprisonment for a period no; exceeding 10 years;

or _ |

(g) subsection (1)(g), to a fine or to imprisonment for a period noit exceeding 10 years.
. |
|

Disclosure of classified information or material by former mem:bers

27. (1) Subjectto section 10(3)(a), a former member m|f.|y not disclose in any

form or any manner any information or material to any otheri person unless the
' i
Director-General concerned or the Chief Executive officer, as th? case may be, has

granted permission for the disclosure of such information or materiéf,l.

|
(2)  Subsection (1) applies to any information or maFerial received by the

former member during, or subsequent to, the former member's ez'_mployment or other

service with the Intelligence Services or the Academy, as the casée may be, that was
marked as classified or that the former member knew or ought reaso}nably to have known
was classified. '|

(3)  Forthe purposes of subsection (1), the Director-iiGeneral or the Chief
Exechtive Officer may establish structures to advise him or her on :_the consideration of
applications by former members for permission to disclose class!ified information or
material: Provided that persons appointed to such structures shall hav:je security clearance.

(4) The Minister may prescribe the manner in wh!|!ch applications for

disclosure of classified information or material by former members n{ust be processed.
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Employment l_ri private security industry

28. (1)  Aformermember may not, for a period of three years after leaving the
Intelligence Services or the Academy, render a security service unless he or she has
obtained a clearance certificate from the Director-General or the Chief Executive Officer as
the case may be.

(2)  The Minister may prescribe the manner in which any former member

may apply for a clearance certificate referred to in subsection (1).
Prohibited communications by former members

29.  No former member may communicate in the Republic or elsewhere in a
manner that is likely to be detrimental to the security of the Republic with any person—
(@) who |s or was a member, representative or associate of the Intelligence Services or

the Academy;

(b)  who co-operates or has co-operated with the lntelligencé Services or the Academy,

in respect of matters concerning the security of the Republic.

Appeals

30. (1) Aformer member may appeal to the Minister against a decision of the

Director-General or Chief Executive Officer in terms of section 27(1) or 28(1).
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(2)  The Minister may establish a panel of appeal tciT advise him or her on
the appeal process by a former member: Provided that— |
(a)  persons appointed to the panel of appeal must have a securit;l!f clearance certificate
issued by the Agency, |‘ |
(b)  the remuneration and allowances to be paid to such. persons niwst be determined by

the Minister with the concurrence of the Minister of Finance.

(3) The Minister may prescribe the procedure ?f appeal by former

members.

Conduct of former members |
i

31. The Minister may prescribe the manner in which fo%mer members must
conduct themselves in order to protect the security of the Republic ar?d the interests of the

Intelligence Services and the Academy. !
Extra territorial application of Act and jurisdiction |

: 32. (1) Anyactconstituting an offence or misconduct unc;er this Act and which
is committed outside the Republic by any South African citizen or an{{ person domiciled in
the Republic is deemed to have been committed also in the Hepublit:

(2) Any offence or mlsoonduct contemplated in subsectlon (1) may be

|
tried by the appropriate court or board of enquiry at the place in the Republic where the
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accused or person concemed happens to be despite any law regarding jurisdiction.
Prohibition of access to premises

33. (1)  The Minister may by notice in the Gazette and in any other appropriate
manner prohibit or restrict access to any premises under the control of the Intelligence
Services or the Academy.

(2)  The Minister may take or cause to be taken such measures as are
necessary for the security of, or for the enforcement of a prohibition of or a restriction on
access to, such premises, and may in connection with any measures so taken cause such
notices to be published or such warning notices to be made as may in each particular case

be necessary.
Canteens

34. (1) Notwithstanding anything to the contrary contained in any other law,
the Minister may establish canteens for the Intelligence Services or the Academy and for
the organisational components thereof.

(2)  The production of an official document signed by the Minister and
indicating that he or she has established a canteen for the purposes of this section, is

conclusive proof that it is a canteen falling under this section.
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(3)  Forthe purposes of this section ‘canteen’ incl udes any mess, pub or
institution of the Intelligence Services or the Academy, as the case may be, or any
premises temporarily or permanently used for providing recreatic}n, refreshments or
necessities mainly for members or retired members or for the families of such members or
retired members or for persons employed in any work in or in connection with any such

mess, pub, institution or premises.

Limitation of actions, notification of proceedings and cause of action, and service of

certain process

35. (1) Any civil proceedings against the State or any person, in respect of
anything done under this Act, must be instituted within three years I.after the plaintiff or
applicant has become aware or could reasonably be expected to have become aware of

~ the cause of action, and notice in writing of such proceedings and o'_f the cause thereof
must be given to the defendant not less than one month before they are instituted.

(2) If the notice contemplated in subsection (1) mﬁst be given to the
Director-General concerned or the Chief Executive Officer, as the case may be, it is
deemed to be notification to the defendant concerned.

(3)  Any process by which proceedings contemplated in subsection (1) are
instituted and in which the Minister is the defendant or respondent, may be served on the

Director-General concemed or the Chief Executive officer, as the case may be.
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Missing members

36. (1) If a member is missing and the Directb_r—Genera! concerned or the
Chief Executive Officer, as the case may be, is satisfied that his or her absence arose from
the performance of his or her functions in terms of this Act, such member shall for all
purposes be deemed to be still employed by the Intelligence Services or the Academy, as
the case may be, until the day on which he or she again reports for duty or until the day on
which a competent court issues an order whereby the death of such member is presdmed.
(2)  Thesalary or wages and allowances accruing to a member during his
or her absence as contemplated in subsection (1) must, subject to subsection (4), be paid
to his or her spouse or, if he or she has no spousé, to his or her other dependants, or to
any person who, is competent to receive and administer such salary or wages and
allowances on behalf of his or her spouse or such other dependants.
(8)  Payment of any salary or wages and allowances in terms of subsection
(2) must for all purposes be deemed to be payment thereof to the member concerned, and
an amount so paid shall not be recoverable by the State from any person.
(4)  Notwithstanding subsection (2), the Director-General or the Chief
Executive Officer may in a prescribed manner direct that only a portion of the salary or

wages and allowances of a member be paid or that no portion thereof be so paid.
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' |
Training and service in National Defence Force and South Aiqcan Police Service
| _
| |
37. (1) The Minister may, in the event of war or wheni a state of emergency

|
exists, and having regard to the requirements of the Intelligence SeT'vices or the Academy

second any member for service or training in the National Defent.;:e Force or the South
' |
|

(2) A member is, while so seconded for service or rraining, subject to the

African Police Service.

discipline, command and control applicable to the National Defent;:e Force or the South

African Police Service, as the case may be, but is not therebg!f exempted from the

application this Act. ‘
Regulations

38. (1) The Minister may, after consultation with the Joir%t Standing Committee
‘| .

(a) the employment, training, promotibn, posting, transfer, leave of absence,

on Intelligence, make regulations as to—

resignation, discharge, dismissal, suspension or demotion i_of members and the
|

personnel management of those members in general;
(b) the provision of medical aid, the standard of physical anéTl mental fitness, the

medical examination of members, and the medical, dental and hospital treatment of
|
| |
(c)  the provision of medical aid, dental and hospital treatment of members who have

members and their families;
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retired, and their families and of the families of members who have died or die:

(d)  the numerical establishment of the Intelligence Services and the Academy the
conditions of service of the members thereof, the salaries, salary scales, wages and
allowances of members and the systems relating to the administration and
determination thereof and the various divisions, branches, grades, ranks and
designations in the Academy, or the Intelligence Services;

(e) the establishment and maintenance of training institutions or centres for members
or any other person and the instructions, training, security, discipline and control of
such members at such institutions or centres;

(f)  all matters relating to discipline, command and control of members of the
Inteliigence Services and the Academy, the suspension of members and
establishment of boards of inquiry into the conduct and discipline of members;

(g)  the deductions to be made from the salaries, wages or allowances of members:

(h)  the assembly of boards of enquiry appointed under this Act, the procedure at the
proceedings of such bqards and the attendance of witnesses thereat; |

(i) procedures to be followed in respect of cases of alleged medical unfitness and
constitution of hearings into the alleged ill-health of members;

() procedure to be followed in respect of cases of presumed poor performance and
constitution of hearings into the alleged poor performance of members;

(k) the recovery from a member of any deficiency, loss, damage or expense which he
or she has unlawfully caused to the State;

) the retention of rank on retirement or resignation from the Academy, or the
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(m)

(n)

(0)

(p)

@

(r)

(s)

(1)

Intelligence Services and the award of honorary ranks;

the control over and administration of funds appropriated for the Academy or the

Intelligence Services in order to bring about the syste:.‘matic and orderly
management thereof and to promote efficiency and emno%ny in the utilisation
thereof; ;

all matters relating to representivity and equity, not incon sisten!t with the objectives
and principles of the Employment Equity Act, 1998 (Act No. -5;5 of 1998).

the conditions for and procedures regarding the permissior];t of access to any
premises under the control of the Intelligence Services or the Acisademy, as the case
may be, and matters relating thereto; I

any matter relating to information, communications, oomputngar and the physical
security of the Intelligence Services and the Academy. i

the functioning of the Intelligence Services Council; ll

a code of conduct to be adhered to by members; !

security screening investigations of members and persons to Il:)e employed in the

|
intelligence Services or the Academy as the case may be; |

|
any matter which in terms of this Act must or may be prescribed.

|
(2)  Regulations contemplated in paragraphs (b) and (c) must be made in

|
consultation with the Minister responsible for the administration of the Medical Schemes

Act, 1998 (Act No. 131 of 1998). |

|
(3) The security screening investigation contemplated in subsection (1)(s)
B

may entitle the Intelligence Services, to subject the member or person undergoing a
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security screening investigation to a polygraph test és prescribed, in o.rder to determine the
reliability of information provided by him or her.

(4)  The Intelligence Services may have access to the following information
pertaining to a mémber or person who is subject to a security clearanée investigation:
(a)  Financial records;

(b)  criminal records;

(c) personal information in the possession of referees or any person who has
knowledge of s.uch a member or person; or

(d)  any other information which is relevant to determine the security competency of that
member or person:

Provided that where the gathering of information contemplated in parag'raphs (c) and (d)

requires interception and monitoring of the communications and conversations of such a

member or person, the Intelligence Services, must perform this function in accordance with

the provisions of the Interception and Monitoring Prohibition Act, 1992 (Act No. 127 of

1992).

(5)  Regulations made under this Act may provide that any person who
contravenes a provision thereof, or fails to comply therewith, is guilty of an offence and
liable to a fine or to imprisonment for a period not exceeding five years.

(6) Different regulations may be made with reference to different
categories of members.

(7)  Aregulation made in terms of this section with reference to members

need not be published in the Gazette, but shall be notified to members to whom it applies n
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such manner as the Minister may determine. i

Discoveries, inventions and improvements by members

39. (1) The rights in respect of all discoveries and inventions and all
improvements in respect of processes, apparatus and machinery ignalde by a member
resulting from research undertaken by such member in the coilurse of his or her
employment as a member, vest in the Intelligence Services or the Aéademy, as the case
may be. !

(2) The Minister m.ay make the discoveries, invention?ﬁ and improvements
referred to in subsection (1) available for use in the public inter%st subject to such
conditions and the payment of such fees or royalties as the Minister fnay determine.

(3) If the rights in any discovery, invention or imprévement vest in the
Intelligence Services or the Academy, in terms of subsection (1), the M%inis'ter may award to
the person responsible for_ the discovery, invention or improvement s!luch bonus as he or
she deems fit, or make provision for financial participation by such pilerson in the profits
derived from the discovery, invention or improvement to such extent és the Minister may

- determine with the concurrence of the Minister of Finance. I

(4) The Minister may apply for a patent in the name: of the Intelligence
Services or the Academy, as the case my be, in respect of any disc}overy, invention or
improvement referred to in subsection (1), and the Intelligence Servicci;s or the Academy,

. |
as the case may be, must for the purposes of the Patents Act, 1978 (Act No. 57 of 1978),
|
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be regarded as the assignee of the discoverer or inventor concerned.
Repeal of laws and savings

40. (1)  Thelaws mentioned in the Schedule are hereby repealed or amended
to the extent indicated in the third column thereof.

(2) Allassets, Iiabilities, rights and duties including funds, resources and
administrative records of the Agency with respect to training, must be transferred to the
Academy within six months after the commencement of this Act, and shall 'vest and be
deemed to have been acquired or incurred by the Academy.

(8) A registrar of deeds shall, upon the production to him or her of a
certificate.by the Minister that immovable property described in the certificate vests in the
Academy in terms of subsection (2), make such enfrles and e_ndorsements as he or she
may deem necessary in or on any relevant register, title deed or other document in his or
her office, so as to give effect to subsection (2).

(4)  Noduty, office fee or other charge is payable in respect of any entry or
endorsement in terms of subsection (3).

(6)  Ifan enquiry into alleged improper conduct instituted in terms of a law
repealed by subsection (1), has not been concluded at the commencement of this Act,
such proceedings must be continued and concluded in accordance with the law in terms of

which the enquiry was instituted, as if such law had not been repealed.
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(6) Notwithstanding subsection (1) disciplinary proceedings may be
instituted a;1d concluded in terms of this Act against any person who at any time prior to the
commencement of this Act is alleged to have committed an act whicﬁ may have constituted
improper conduct in terms of a law repealed by subsection (1) or ény regulation or rule
made thereunder: Provided that no proceedings may be so insfituted unless the act
concemed is substantially the same as an act constituting improper conduct in terms of this

Act.

(7)  Any subordinate legislation issued in terms of the Intelligence
Services Act, 1994 (Act No. 38 of 1994) shall remain in force for a period of six months

after the date of commencement of this Act.
Short title and commencement

41. This Act is called the Intelligence Services Act, 2002, and comes into

operation on a date fixed by the President by proclamation in the Gazette.
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SCHEDULE

LAWS REPEALED OR AMENDED

No. and year of Act

Short title

Extent of repeal or amendment

Act No. 81 of 1969

Security Services Special Account Act,
1969

1. The substitution for section 2 of the following
section: :

"Payments from account

2. The moneys in the account shall be
utilised for the defraying of expenses in
connection with—

(a) the performance of the function and the duty
of the National Intelligence Agency, and the
South African Secret Service as referred to
in the National Strategic intelligence Act,
1994; and

(b) the organisation of, the exercising of the
powers and the performance of the duties
and functions of any member of, the
exercising of the powers of the President
[or the responsible Executive Deputy
President] or the Minister in relation to the
superintendence and control of, and the
action by and functioning of, the [Agency
and the Service] Intelligence Services and
the Academy as defined in section 1 of the
Intelligence Services Act, [1994] 2002,

and matters in connection therewith which the

said President, [Executive Deputy President]

or Minister, as the case may be, may from time
to time approve as being in the national interest,
and shall be paid out subject to the directions of
the said President, [Executive Deputy

President] or Minister, as the case may be.".

2, The substitution for section 5 of the following -
section: :

"Investment of balances

5. Moneys standing to the credit of the
account which are not required for immediate
use or as a reasonable working balance, may be
invested in such manner as may be determined
by the President, [Executive Deputy
President] or Minister responsible for the
National Intelligence Agency, [or the] the South

African Secret Service or the South African
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No. and year of Act

Short title

Extent of repeal or amendment

National Academy of Intelligence with the
concurrence of the Minister of Finance.",

Act No. 84 of 1982

Protection of Irﬂor;nation Act, 1982

The amendment of 9e|>ction 1 by the substitution for

the definition of secunty matter' of the following
definition: |

" 'security matter' Iirmludea any matter which is
dealt with by the [Agency or the Service]
Intelligence Services or the Academy as defined
in section 1 of thelintelligence Services Act,
[1994] 2002, or which relates to the functions of
that [Agency or Service] Intelligence Services
or the Academy o to the relationship existing
between any person and that [Agency or

Service] Intelligence Services or the Academy.”.

Act No. 38 of 1994

intelligence Services Act, 1994

|_
The repeal of the whole.

Proclamation No. 103
of 1994

Public Service Act, 1994

1. The amendment of: section 1 by the insertion in
subsection (1) before the definition of 'Agency’ of the
following definition:

"'Academy’ means the South African

Natio Intelligence defi
section 1 of lhe lmglljggu@ Services Ac‘t,
2002;". |

2. The amendment of |section 2 by the substitution
for subsection (3) of the following subsection:

"(3) Where persons employed in the
[Agency or the Service] [ntelligence Services
or the Academy are not excluded from the
provisions of this Act, those provisions shall
apply only in so far as they are not contrary to
the laws governing their service, and those
provisions shall not be construed as derogating
from the powers orduties conferred or imposed
upon the [Agency or the Service] Intelligence
Services or the Academy.".

3. The amendment of section 8 by the substitution
in subsection (1)(a) for ‘subparagraph (iii) of the
following subparagraph

“(iii) in the [Agency or the Serviee]

Intelligence ;
and". '

Act No, 66 of 1995

Labour Relations Act, 1995

|
1. Amendment of section 2 by the insertion after
paragraph (c) of the followmg paragraph:

National
In_ﬁe.llmm“.
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No. and year of Act | Short title Extent of repeal or amendment
Act No. 75 of 1997 Basic Conditions of Employment Act, 1. Amendment of section 1 by the insertion in the
1997 definition of "public service" of the following
paragraph:
" South Afri ational of

2. Amendment of section 3 by the substitution for
paragraph (a) of subsection (1) of the following
paragraph:
"(a) members of the National Intelligence
Agency, [and] the South African Secret

Service and the South African National
ademy of Intelli e;_and.

Act No. 55 of 1998 Employment Equity Act, 1998 1. Amendment of section 1 by the insertion in the
definition of "public service" of the following
paragraph: _
"{d) the South African National Academy of
intelligence;".

2. Amendment of section 4 by the substitution for
subsection (3) of the following subsection:
"This Act does not apply to members of the
National Defence Force, the National
Intelligence Agency, [or] the South African
Secret Service or the South African National
Academy of Intelligence.".

Act No. 131 of 1998 | Medical Schemes Act, 1998 1. Amendment of section 1 by—
: (a) the insertion after the definition of "administrator”
of the following definition:
the defined in

" 'Agency’ means the Agency as defined in
section 1 of the Intelligence Services Act,

(b) the insertion before the definition of "Actuary" of
the following definition:
" 'Academy’ means the Academy as defined

in secllgn 1 of the Intelligence Services Act,
(c) the insertion after the definition of "rules” of the
follcmhg deflnltlon

' means Afri Secret

Service as defined in the Intelligence
Services Act, 2002:".

2. Amendment of section 2 by the insertion after
subsection (2) of the following subsection:
~ X3) Notwithstanding the provisio
bsecti and {2) this Act shall not to
the A H and t ervice.",
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Q@ DATE NESTFORM(FIELD( sv070802 MEMORANDUM OF ”II'HE OBJECTS OF
THE INTELLIGENCE SERVICES BILL, 2002 1.BACKGROUND In 2001, the Minister
for Intelligence Services (hereinafter referred to as the Minister), gave directions for the
review of the intelligence dispensation with regard to the administration, control and
supervision of the Intelligence Services. This process was in support of the process which was
already underway under the auspices of the Presidential Intelligence Budget Advisory
Committee (PIBAC) chaired by the Deputy President, which looked at amongst other issues,
building capacity within the Intelligence Services, resourcing and creating a conducive
environment for optimal efficiency. Pursuant to these initiatives, the Minister, in conjunction
with the Minister for Public Service and Administration, established a Task Team on
Conditions of Service, comprising of members of the Intelligence Services and the
Department of Public Service and Administration, to conduct a comparative research on the
administration and human resource management in the Intelligence Services. Since the
inception of the intelligence dispensation in 1995, there has been no consistency in the way
best practice was imported from the Public Service to the Intelligence Services. This was
further exacerbated by the fact that the Intelligence Services are excluded from the application
of labour law and thus did not participate in the Public Service Collective Bargaining Council
although they were expected to follow agreements that were reached through the said process.
This anomaly had to be corrected and this inequity needed to be addressed by both Ministers.
2.CONTENTS OF THE BILL The Bill seeks to regulate (a)the retxrement age of members of
the Intelligence Services, which is 60 years, and to provide for the Minister to extend the
years of service to 65 years on account of public interest; (b)the establishment of the
Intelligence Services Council on Conditions of Service which will compnse of: a
Chairperson, Deputy Chairperson and a Commiss)-: H Q
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(B

REPUBLIC OF SOUTH AFRICA

ELECTRONIC COMMUNICATIONS SECURITY (PTY) LTD BILL

(As introduced in the National Assembly as a section 75 Bill:
Bill published in Government Gazette No.??? of ???)

(The English text is the official text of the Bill)

(Minister for Intelligence Services)

2002)
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BILL

To provide for the establishment of a company that will 5| provide electronic

communications security products and services to organs of stéte; and to provide
| :

for matters connected therewith. |!
|
i

|
BE IT ENACTED by the Parliament of the Republic of South Africa, as follows:—
|

|
CHAPTER 1

|
|
|
|
Definitions |
|
|
1. In this Act, unless the context otherwise indicates— ||
“Board” means the Board of Directors of Comsec contemplated !|in Section 8;

“Chief Executive Officer” means the Chief Executive Officer mniempiated in section

|
13; |

“communication” means communication as defined in an Act of F’arhament

providing for the interception and monitoring of cornmunit:.aticm3;i
|

“Companies Act” means the Companies Act, 1973 (Act No. 61 dif 1973);

|
“Comsec” means Electronic Communications Security (Pty) Limiited established by

Section 3; |

“critical electronic communications” means electronic information or

|
communications held by organs of state, which are necessary for the protection of
"|
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the national security of the Republic or the protection of the economic and social
well-being of its inhabitants;

“Intelligence Services” means the Intelligence Services as contemplated in an Act
of Parliament providing therefor;

“Minister” means the Minister for Intelligence Services;;

“organs of state” means an organ of state as defined in section 239 of the
Constitution;

“prescribe” means prescribe by regulations;

“this Act” includes the regulations.
Establishment of Comsec

2. There is hereby established a juristic person to be known as Electronic

Communications Security (Pty) Ltd.
Principal objective of Comsec

3. The principal objective of Comsec is to ensure that critical electronic

communications are protected and secure.
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Incorporation of Comsec _ l

4. (1) The Minister must effect the incorporation of Cor%nsec in terms of the
Companies Act. | ' !|

i
(2) Notwithstanding the Companies Act or any other'| law, the State is the

|
(3)  Notwithstanding the Companies Act, the Minister or a person

sole shareholder of Comsec.

|
designated by him or her must, on behaif of the State, sign the memorandum and articles
of association and all other documents necessary for the incorporatiolh of the company.

(4)  The Registrar of Companies must— |
|

(a) register the memorandum and articles of association as signed in terms of

subsection (3); || '

(b)  incorporate the company as a private company under the nam(||e “Electronic
Communications Security (Pty) Ltd”; and |
(c) issue to the company a certificate to commence business with !_affect from the date
of the company’s incorporation. ;
|
| | |
Provision of Companies Act not applicable to Comsec under certain circumstance

|

5. A provision of the Companies Act shall not apply to Comlsec where the
Minister of Trade and Industry has issued a declaration under section I6
' !
|

Request for exemption from application of provision of Companies Act

|
1
|
|
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6. (1)  The Minister inay, on the recommendation of Comsec, request the
Minister of Trade and Industry to declare the whole or part of a provision of the
Companies Act not applicable to Comsec.

(2)  The request contemplated in subsection (1) must be fully motivated, .
and the Registrar of Companies must publish particulars about the request and motivation
by notic;e in the Gazette.

(3)  The Minister of Trade and Industry may, by notice in the Gazette,
after having considered the request contemplated in subsection (1) and if satisfied on
reasonable grounds that the non-application of the provision of the Companies Act to
Comsec will—

(a)  contribute to the efficiency of Comsec and reduce its operating costs;

(b)  not reduce or limit the accountability of Comsec as a public institution or detract
from the requirements of transparency regarding its functioning and operations; and

(c)  not be prejudicial to the interests of the State, employees of Comsec or claims of
creditors of Comsec,

declare, with effect from the date stated in the notice, the whole or part of a provision of

the Companies Act not applicable to Comsec.
Functions

7. (1)  The functions of Comsec are to—
(a)  protect and secure critical electronic communications against unauthorised access
| or technical, electronic or any other related threats;
(b)  provide, with the concurrence of the National Intelligence Agency defined in section

1 of the Intelligence Services Act, 1994 (Act No. 38 of 1994), verification services



|
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- |
for electronic communications security systems, products and services used by

organs of state; :

(c) provide and co-ordinate research and development with regafrd to electronic
|
communications security products, services and any other re!ated services,

(d)  perform any other function not inconsistent with this Act that |JF necessary for the

|

I

(2) For purposes of the function contemplated in subsection (1), Comsec
!

effective functioning of Comsec.

must—
|
(a)  develop, design, procure, invent, install or maintain secure ei?ctronic
communications systems or products and do research in this %egard;

(b)  provide secure electronic communications services, systems bnd products;

|
(c)  provide cryptographic services;

(d) train and support users of the electronic communications systgms, products and
|

|

(e)  provide consultancy services on the security and protection of electronic

: !
communications services, systems and products. |

related services; and

(3)  Subject to applicable labour law, Comsec may \nirith the approval of
the Minister acting with the concurrence of the Minister responsible fé:r an entity or
establishment of the State which performs functions similar to those :!feferred toin
subsection (2), integrate such an entity or establishment into Comseq.

(4) Comsec may co-operate with any organisation m'n the Republic or
elsewhere to achieve its objectives. |

(5) Comsec, the members of its Board and its emplrluyees must, in the

performance of their functions in terms of this Act, comply with the pq'licies and regulations
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relating to security of communications made in terms of the National Strategic Intelligence
Act, 1994 (Act No. 39 of 1994).
(6) Comsec is exempted from the licensing requirements contemplated in

the Telecommunications Act, 1996 (Act No. 103 of 1996).

CHAPTER 2
GOVERNANCE OF COMSEC
Board of Directors
8. (1) Comsec must be managed and controlled in accordance with this Act

by a Board of Directors appointed by the Minister, after consultation with Cabinet.
(2)  The business and operational plans of Comsec must be approved by
the Board, with the approval of the Minister.

(3)  The Board represents Comsec.
Composition of Board

9. (1)  The Board is made up of not more than nine members of whom-—

(a) one is the non-executive chairperson;

(b)  not more than four are executive directors, one of whom must be designated as the
Chief Executive Officer; and

(c)  the rest are additional non-executive members, consisting of persons approved by

the Minister on the basis of relevant expertise.
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(2) A majority of the Board of Directors forms a quorum at any meeting of
the Board.
(3) On an equality of votes in any meeting of the Board, the chairperson

has a casting vote in addition to a deliberative vote.
Terms of office of members of Board

10. (1) A non-executive member of the Board—
(a) holds office for a period of three years, which the Minister may extend for further
periods of three years each or such shorter periods as the Minister may determine;
(b)  serves on the terms and conditions determined by the Ministér and specified in the
letter of appointment of the member; and
(c)  may resign by giving three month's written notice to the Minister or as stipulated in
the letter of appointment. I
(2)  An executive member of the Board—
(a) holds office for a period determined by the Minister in the letter of appointment;

and

(b)  may resign by giving three month's notice to the Minister or as stipulated in the
letter of appointment.

(3)  The names of the Board members may be kept confidential.
Remuneration of members of Board

11. A member of the Board, except the executive directors and any appointed

member who holds a post or office in the Public Service or any institution, organisation or
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body established by or under any other law and funded wholly or partly by the State, may
be remunerated on a daily basis at a rate determined by the Minister with the concurrence

of the Minister of Finance.

Removal from office
12. The Minister may in the prescribed manner, remove any member of the
Board from office on the grounds of misconduct, incompetence or incapacity or failure to

obtain the necessary security clearance.

CHAPTER 3
CHIEF EXECUTIVE OFFICER

Functions of the Chief Executive Officer

13. The Chief Executive Officer is responsible for the administration and the
general management and control of the day to day functioning of Comsec, subject to the
directions and instructions issued by the Board.
Employment of personnel

14. (1)  The Chief Executive Officer must appoint the employees of Comsec,

subject to such remuneration, allowances and service benefits as the Board may

determine.
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(2) Infilling posts, the evaluation of persons must be based on training,
' |

skills, competence, knowledge and the need to redress the imbalam%es of the past, so as

|
to achieve a staff complement broadly representative of the South African population,

according to race, gender and disability. ‘

(3) The Minister or any other Minister may, at the! request of Comsec,

: |
second an employee to Comsec in accordance with an Act of Parliament providing for the

Intelligence Services or section 15(3) of the Public Service Act, 19é4 (Proclamation No.

|
103 of 1994), as the case may be. i

i
(4) For as long as an employee is seconded to Comsec, Comsec must

re-imburse the relevant department for the remuneration and allowances paid by such
|
department to the employee, and for any other expenditure arising from the secondment

of that employee. |
Employment of employees of the Security Services |

15. (1) Any employee involved in an electronic comr;nunications security

function in the Security Services contemplated in Chapter 11 of the donstitution. or in any
|

establishment or entity contemplated in section 7(3), may be made an employment offer
|
|

(2) (a) The remuneration, benefits and privilegesl offered by Comsec

by Comsec.

may not be less than those payable to the employee by the‘ previous employer
immédiately prior to his or her fransfer. | |

(b)  Prior to the transfer of an employee, an aéi';reement must have
been reacl';ed. between the employers, Comsec and the Mini:ster. and with the

concurrence of Minister of Finance, where applicable —
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(i) as to whether accrued leave and sick leave should be wholly of partially carried
over to Comsec;

(i) asto Whether the monetary value of such benefits should be payable wholly or
partially to the employee prior to transfer; and

(iii) as to which portion of the costs of the transferred benefits is to be carried by the

employer and which portion by Comsec.

(3)  The agreement contemplated in subsection (2)(b) must also deal with
any other existing contractual obligation between the employer and the employee.

(4) An offer contemplated in subsection (1) may only be made to
employees who are in the service of the respective employers at the time of the
conclusion of the offer.

(5)  Any employee who accepts the offer contemplated in subsection (1) is
not entitled to any voluntary severance package. |

(6)  An officer who is a member of Government Employees' Pension Fund
and who is erﬁployed by Comsec may—

(@) choose to become a dormant member of such Fund, and from the date of
exercising such choice, the officer must, despite the provisions of any other law, be
regarded to be a dormant member of the Fund;

(b)  choose to remain a member of the Fund, in which case Comsec is responsible for
the employer's contribution to the Fund;

(c) requeét- to become a member of any other registered pension fund, and withdraw
from the current Fund in accordance with the Government Employees Pension

Law, 1996 (Act No. 21 of 1996).
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CHAPTER 4 |
SECURITY MATTERS

Security clearance

16. No person may be appointed as a member of the Board or as an employee
|
of Comsec without a security clearance certificate issued by the National Intelligence
Agency in acoordancé with the National Strategic Intelligence Act, 1994 (Act No. 39 of

1994).

CHAPTER 5 |

SERVICE DELIVERY

|
Analysis of electronic communications needs, and business agre@rement
|
17. (1) The head of an organ of state must ensure thé!t the organ of state

under his or her administration procure and access electronic communications products

with the verification and approval of Comsec.
(2) The Board must, within six months after Comseé’s incorporation, and
thereafter in every second year, request in the prescribed manner, é';:lli organs of state to
submit to the Board an analysis of their electronic communications sec}:urity néeds.
(3) The Board must, after having considered an anaiysis contemplated in
5ubsection (2) and if satisfied that Comsec must attend tb the electi|'onic comrnunicatlon
|
|
|



STAATSKOERANT, 30 SEPTEMBER 2002 No. 23889 85

: secu.jrity needs, enter into a business agreement with relevant organ or state for the
provisioning of the necessary services.
(4) Comsec may enter into business agreements to fegulate its

relationship with organs of state.

CHAPTER 6

FINANCIAL MATTERS
Funding of Comsec

18. (1)  Funding and capital to start operating Comsec must be obtained frbm
funds agreed to between the Minister and the Minister of Finance.
(2)  The funds of Comsec (Pty) Ltd consist of—
(a)  monies received from Parliament as part of the Vote of the Intelligence Services
submitted in terms of the Special Services Account Act, 1969 (Act No. 81 of 1969);
(b)  monies received for services provided as stipulated in the agreements entered into
with organs of state;
(c)  funds, finances and grants contemplated in subsection (7);
(d)  donations contemplated in subsection (8).
(3)  The rates used for determining the cost of service must be reasonably
market related and periodically approved by the Minister of Finance.
(4) Comsec must perform its functions in an efficient and cost-effective

manner.
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(5) In the event of excess funds, the Board musti recommend to the

|
Minister, on the basis of a strategic plan, how such funds may be retafined by Comsec and

for which purpose. ‘

(6) Payment for services provided by Comsec to an organ of state must

be made in accordance with the business agreement between the paﬂges.

(7)  The Minister may, after a request from Comsec, !~request the Minister
of Finance for special funding or any other special financial arrangement, including
government grants, for the effective functioning of Comsec.

(8) Comsec may, with the approval of the Minister, a!ccept donations and
bequests, subject to the Public Finance Management Act, 1999 (Act N“o. 1 of 1999).

(9) The books and records of accounts and .ﬁna;ncial statements of
Comsec must be audited annually by the Auditor-General in aooordaboe with the Special
Services Account Act, 1969 (Act No. 81 of 1969). | |

i
| %.
(10) Comsec may acquire shares from any other oo;mpany registered in
the Republic in terms of the Companies Act. | i
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CHAPTER 7
GENERAL

Intellectual property

19. (1) Notwithstanding the provisions in any other law, all intellectual
property rights in any product, service, item, method or any other thing of any nature
relating to secure communications technology or systems developed, designed or
invented as contemplated in section 7(2) by Comsec or its employees, vests in Comsec.

(2)  The Board must direct how the product, service, item, method or any
other thing of any nature contemplated in subsection (1) is to be utilized by Comsec in the

achievement of its objective.
Exemption from application of this Act
20. (1) The Minister may, at the request of an organ of state, exempt such
organ of state from the application of this Act if the exemption will not compromise national
security.
(2)  The request contemplated in subsection (1) must be fully motivated.

Critical electronic communications infrastructure

21. (1) Comsec must provide protection to critical electronic communications

infrastructure, such as computer systems and programmes.
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(2) Comsec must co-ordinate research and development regarding any

security risk that may arise in relation to critical electronic communications infrastructure.

(3)  The Minister may, on the recommendation of Comsec, identify critical

communications infrastructure and request Comsec to provide the h_ecessary protection.

Regulations

(a)

(b)

(c)

(d)

(e)

()

22. (1) The Minister may make regulations regarding—

additional functions not inconsistent with this Act tb be performed by Comsec;

the.conditions for the appointment of directors to the Board; |

security requirements with regard to electronic communications of the different

organs of state; I

on the advice of the Board, conditions of employment and any other benefits of

employees of Comsec;

transitional arrangements not inconsistent with this Act with regard to the

implimentation of this Act; and .

any other matter that the Minister may consider necessary to prescribe in order to
|

achieve the objects of this Act.

(2) A regulation made under this Act may provide that any person who

contravenes a provision thereof, or fails to comply therewith, is guilty of an offence and on

conviction liable to a fine or to imprisonment for a period not exceeding five years.

Offences and Penalties

23. (1) Any person is guilty of an offence if he or she—
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(a) interferes or tampers with any electronic communications system or product of an
organ of state;

(b)  contravenes section 17(1);

(c) not being a director or employee of Comsec, by word, conduct or demeanour
pretends that he or she is a director or employee of Comsec;

(d)  being a director or employee of Comsec omits to carry out his or her duty or
performs an act in conflict with his or her duty;

(2)  Any person convicted of an offence in terms of this Act is liable, in the

case of contravention of—

(a)  subsection (1)(a), to a fine or to imprisonment for a period not exceeding 10 years;
and

(b)  section (1)(b), (c) (d) or (e), to a fine or to imprisonment for a period not exceeding

one year.
Limitation of liability

24.  The Minister, Comsec or any of its employees is not liable for anything done

in good faith in terms of furthering the objectives of the Act.
Savings and liabilities

25. (1) Al assets, liabilities, rights and duties, including funds, resources and
administrative records, of an entity or establishment of the State which ceases to exist by
virtue of an integration contemplated in section 7(3) vest upon such integration in Comsec,

and must be regarded to have been acquired or incurred by Comsec in terms of this Act.
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(2) The registrar of deeds must, upon the production to him or her of a

certificate by the Minister that immovable property described in tLe certificate vests in

Comsec by virtue of subsection (1), make the necessary entries aﬁd endorsements in or
on any relevant register, title deed or other document in his or he:r office, so as to give
effect to that subsection. ’ \

l
(3) No duty, office fee or any other charge is pay?bie in respect of any

(4) Disciplinary proceedings instituted prior to the Tmmencement of this

entry or endorsement made in terms of subsection (2).

Act and not yet completed when this Act took effect, must be concluded in terms of the

law under which the proceedings were instituted.

Amendment of laws

26. The laws mentioned in the first column of Schedule 1} are hereby amended

to the extent set out in the third column of that Schedule. |
|
|

27. This Act is called the Electronic Communications Si;acurity (Pty) Ltd Act,

Short title and commencement

2002, and comes into operation on a date determined by the Preside:;nt by proclamation in

the Gazette. |
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SCHEDULE 1 i
(Clause 26)
LAWS AMENDED

No. and year of Act Short title Extent of repeal or amendment
Act 81 of 1969 Security Services Special 1. The amendment of section 2 by

Account Act, 1969 the substitution for paragraph (a) of

the following paragraph:

“(a) the performance of the
function and the duty of the National
Intelligence Agency, and the South
African Secret Service as referred
to in the National Strategic
Intelligence Act, 1994, and of

Comsec as_referred to in_ the
Electronic Communications Security
(Pty) Ltd Act, 2002; and”.

2. The substitution for section 5 of
the following section:

“Investment of balances

5. Moneys standing to the credit
of the account which are not
required for immediate use or as a
reasonable working balance, may
be invested in such manner as may
be determined by the President,
Executive Deputy President or
Minister responsible for the National
intelligence Agency, [or] the South
African Secret Service or Comsec
with the concurrence of the Minister
of Finance.”.

Act No. 84 of 1982

1982

Protection of Information Act, | 1. The amendment of section 1 by

the . substitution for the definition of
“security matter” of the following
definition: '

“ 'security matter’ includes any
matter which is dealt with by
Comsec as defined in section 1 of

the Electronic Communications
Security (Pty) Ltd Act, 2002, or the

Agency, or the Service as defined in
section 1 of the Intelligence
Services Act, 1994, or which relates
to the functions of Comsec or that
Agency or Service or to the
relationship existing between any
person and Comsec or that Agency
or Service.”. -
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No. and year of Act

Short title

Extent of repéal or amendment

Act No. 66 of 1995

Labour Relations Act, 1995

1. The amendment of section 2 by
the deletion in paragraph (b) of the
word “and”, apd by the addition of

the following paragraph:
“(d) Comsec.".

Act No. 75 of 1997

Basic Conditions of
Employment Act, 1997

1. The amendment of section 1 by
the deletion in paragraph (b) of the
definition of “public service” of the
word "and”, and by the addition of
the following paragraph:

“(d) ngsec."i

2. The amendlment of section 3 by
the deletion in subsection (1)(a) of
the second i"and”, and by the
addition of the following paragraph:
“(c) the directors and staff of
Comsec.”,

Act No. 55 of 1998

Employment Equity Act, 1998

1. The amendment of section 1 by
the deletion ini paragraph (b) of the
definition of "public service” of the
word “and”, and by the addition of
the following paragraph:

"(d) Q.cmgg_:

2. The amen'dment of section 4 by
the substitution for subsection (3) of
the following sﬁubsectiou:

“(3) This .ﬂltct does not apply to
members of the National Defence
Force, the National Intelligence
Agency or the South African Secret
Service or to the directors and staff
of Comsec.". |
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MEMORANDUM ON THE OBJECTS OF THE ELECTRONIC COMMUNICATIONS
SECURITY (PTY) (LTD) BILL, 2002

1. CONTENTS OF BILL

This Bill seeks to establish Electronic Communications Security (Pty) Ltd (“Comsec”)
as a private company in terms of the Companies Act, 1973, with the State as the sole
shareholder. The objective of Comsec is to protect and secure certain electronic
communications of organs of state against unauthorised access or other related
technical or electronic threats.

In terms of the proposed Bill, Comsec may be exempted from certain provisions of
the Companies Act by a declaration made by the Minister of Trade and industry in

the Gazette after a recommendation from Comsec and a request from the Minister
for Intelligence Services. Such request must be fully motivated.

The Bill also seeks to authorise Comsec to integrate agencies of the State which
provide services similar to those of Comsec, into Comsec. All organs of state will
have to procure and access electronic communications products and systems with
the verification and approval of Comsec. However, organs of state may be exempted
from the application of this Act. |

The affairs of Comsec will be managed by a Board of nine Directors, one of whom
will be a Chief Executive Officer.

2. FINANCIAL IMPLICATIONS FOR STATE

3. OTHER DEPARTMENTS CONSULTED
Presidential Intelligence Budget Advisory Committee
Department of Safety and Security

Department of Labour

Department of Justice and Constitutional Development
Department of Defence

National Treasury
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|
4.  PARLIAMENTARY PROCEDURE |
The State Law Advisers and the Department of Justice and Conélstitutional
Development are of the opinion that this Bill must be dealt with in accordance with
the procedure established by section 75 of the Constitution since it contains no
provision to which the procedure set out in section 74 or 76 of th%e Constitution

applies. : !_




STAATSKOERANT, 30 SEPTEMBER 2002 No. 23889 g5

Dog ate your Gazette?
... read it online

www. 5l 6aZef[es.co.za

A new information Portal keeping you up to date with news, legisliation,
the Parliamentary programme and which is the largest pool of SA Gazette
information available on the Web.

* Easily accessible through the www!
- Government Gazettes - from January 1994
- Compilations of all Indexes pertaining to the past week’s Government Gazettes
- All Provincial Gazettes - from September 1995
- Parliamentary Bills - as of January 1999
* Available in full-text, with keyword searching
+ Sabinet Online scans, formats, edits and organize information for you. Diagrams and forms
included as images.
* No stacks of printed gazettes - all on computer. Think of the storage space you save.
Offers Bill Tracker - complementing the SA Gazettes products.

For easy electronic access té full-text gazette info, subscribe to the SA Gazettes from
Sabinet Online. Please visit us at www.sagazettes.co.za

Sabinet

Tel: (012) 643-9500, Fax: (012) 663-3543, Toll free: 0800 11 8595, e-mail: comorate@sabinet.co.za, www: hitp:/lcorporate. sabinet.co.za




_96 No. 23889 ' GOVERNMENT GAZETTE, 30 SEPTEMBER 2002

7 ;
Printed by and obtainable from the Government Printer, Bosman Street, Private Bag X85, Pretoria, 0001
Publications: Tel: (012) 334-4508, 334-4509, 334-4510
Advertisements: Tel: (012) 334-4673, 334-4674, 334-4504

Subscriptions: Tel: (012) 334-4735, 334-4736, 334-4737

Cape Town Branch: Tel: (021) 465-7531

Gedruk deur en verkrygbaar by die Staatsdrukker, Bosmanstraat, Privaatsak X85, Pretoria, 0001
Publikasies: Tel: (012) 334-4508, 334-4509, 334-4510
Advertensies: Tel: (012) 334-4673, 334-4674, 334-4504
Subskripsies: Tel: (012) 334-4735, 334-4736, 334-4737
Kaapstad-tak: Tel: (021) 465-7531 !
.

23889—1



